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Preface
Terrell W. Herzig, MSHI, CISSP

It seems like almost every day you read an article regarding the loss of a laptop or
a security breach resulting in the loss of patient information. In February of 2009,
President Obama signed into law the American Recovery and Reinvestment Act, in
effect, creating the first federal breach law. The industry impacted by this law—
healthcare. Indeed, ask anyone on the street to list what information about them would
be considered the most sensitive if it were publically released, and they would probably
answer medical information.

Healthcare presents many unique challenges to information security professionals.
First, information must not only be kept confidential, but must be extremely accurate and
always available. Second, defining the type and level of access is difficult. Indeed, many
people must have access to medical information in order not to impede patient care.

Organizations must use the information they collect to fine-tune operations and
cut costs. As the industry embraces new technologies to network and share patient
information, it too must secure and guard access to highly sensitive data. Understanding
the issues involved can help guide IT expenditures, enable competitive advantages and
avoid costly regulatory fines and penalties.

A lot of good information security books are available on the market. Most of
these books deal with information security at a low technical level. The intent of this
book is to present information security—unique to the healthcare environment—from
multiple viewpoints. First, the book is intended to be informative and educational for
healthcare managers. From board-level senior managers to front-line management, the
book is intended to present healthcare information security practices and concerns in
straight-forward language. Second, for practicing information security professionals,
the intent is to help them tweak or jump start an appropriate information security
management program. Last, but not least, the book should appeal to college education
and training programs for healthcare environments.

This book combines the experience and insight of several healthcare IT managers
and information security professionals to bring important privacy and security issues
to life. Many thanks to each one for providing the readers with tools, checklists, and
content to help them build and/or enhance their information security activities. One
thing is certain: In this ever-changing information security environment, everyone
involved with maintaining privacy and security of healthcare data need continuing
support, encouragement, and guidance to remain current and informed. I trust
this book will meet some of those needs and provide new and renewed insight into
information security as it pertains to healthcare.

ixX
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Introduction
Shelia T. Searson, CIPP

Why introduce a security book by beginning with a discussion about privacy? A very
good question. Privacy should be a critical component of any healthcare institution’s
strategic vision or operational plan. Most individuals, especially citizens of the United
States, assume they have a right to privacy—the right to control the events in their
personal lives and the right to keep their personal information secret if they so choose.'
However, the word privacy is not actually included in the Constitution of the United
States.?

Even so, the right to privacy is viewed as an important component of one’s personal
freedom, and there is no place that this right is held with stronger conviction than
in the relationship between healthcare institutions and patients’ personal health
information.’

Privacy, although not well-defined, is generally understood as the appropriate use
of personal information in a range of circumstances. The International Association of
Privacy Professionals adds that “what is appropriate will depend on context, law, and
the individual’s expectations.” For our purposes, the terms privacy and information
privacy are synonymous.

Information privacy means that an individual has control of his or her personal
information and has reasonable expectations about how this personal information will
be used and when it may be disclosed to others.’ Individuals are sensitive and protective
of their personal information, which is generally thought to include address, birth date
and age, Social Security number, credit card numbers, salary and debt, and medical
conditions. The right to privacy includes the precept that this information will be kept
private, confidential and secure.

Depending on a particular situation or environment, an individual may choose to
disclose personal information, but this is an individual choice, not an organizational
decision. When an individual grants permission for others to use his or her personal
information for a specific purpose, that permission includes an expectation that the
information, which is private and confidential, will be used only as specified or approved
by that individual.

The appropriate use of confidential information is dependent on various privacy
laws and regulations that affect such areas as workplace privacy, healthcare, student
records and financial information. Each institution must determine those federal laws
and sets of regulations with which they are required to comply.

For a healthcare institution, personal information could include patient medical
records, employee records, credit or debit card numbers, research data, and passwords

Xi
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or other means of access to its information systems. In the case of an academic health
center, add student records to the mix of personal information that must be kept private,
confidential and secure.

Healthcare institutions are involved in a careful balance of an individual’s privacy
rights and the use of the confidential information to perform necessary clinical or
business tasks. These tasks have a variety of purposes, ranging from personnel issues
related to payroll and benefits to providing direct clinical care, performing laboratory
tests, prescribing medications and sharing results with referring physicians. Protecting
the privacy of all constituencies within a healthcare institution, including employees,
patients, healthcare providers and volunteers, can be a daunting, but reasonable privacy
expectation in the current litigious environment. For our purposes, the focus of this
book is on personal and health information of patients.

The most encompassing privacy law affecting healthcare institutions is the federal
Health Insurance Portability and Accountability Act of 1996, better known as HIPAA.
Before HIPAA, the privacy and confidentiality of a patient’s health information involved
a patchwork of federal and state laws and regulations, professional codes of ethics,
standards of practice, and the policies of individual institutions.®

Examples of federal regulations affecting healthcare are the Privacy Act and the
Federal Policy for the Protection of Human Subjects. The Privacy Act of 1974 was
enacted because of concerns related to government misuse of citizen information
contained in computerized databases. The act only applies to federal government
entities and federal contractors as they use the identifiable personal information of US
citizens and legal residents. Therefore, it only regulates healthcare institutions that are
federally operated or funded.’”

The Federal Policy for the Protection of Human Subjects, most usually referred
to as the Common Rule, is a set of privacy regulations overseeing federally funded
clinical trials and medical research protocols involving human subjects. The Common
Rule requires sufficient protection for the privacy of research participants and the
confidentiality of the research data. However, the policy relates only to those research
projects that are federally funded.”

HIPAA provides a broad definition and scope regarding a patient’s health
information, which HIPAA refers to as protected health information (PHI). PHI
includes all oral, written, and electronically maintained information that is created or
received by a healthcare provider, a health plan, or a healthcare clearinghouse. PHI
includes that information related to an individual’s past, present, or future physical
or mental health condition or the past, present or future payment for the provision of
healthcare.’

In essence, PHI is not the actual health or medical record of a patient but rather
those data elements that can be used to identify a person when linked with that person’s
medical information, such as a medical diagnosis or medical condition. PHI data
elements, as outlined in HIPAA, include 18 identifiers:

* Names

Xii
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* All geographic subdivisions smaller than a state, including street address, city, county,
precinct, ZIP code and equivalent geocodes

* All elements of dates (except year) directly related to an individual, including date of
birth, admission and discharge dates, date of death, and all ages older than 89 years,
as well as all elements of dates (including year) indicative of such age

¢ Telephone numbers

* Fax numbers

* E-mail addresses

* Social Security number

* Medical record numbers

* Health plan beneficiary numbers

* Account numbers

* Certificate/license numbers

* Vehicle identifiers and serial numbers, including license plate numbers
* Device identifiers and serial numbers

* Web universal resource locators (URLSs)

¢ Internet protocol (IP) address numbers

* Biometric identifiers, including fingerprints and voiceprints
* Full-face photographic images and any comparable images

* Any other unique identifying number, characteristic, or code, unless otherwise
permitted by the Privacy Rule for re-identification (164.514(c))."

Many of these identifiers are included as necessary measures to ensure patient
privacy protections. Name, address, Social Security number, birth date, and account
numbers are logical pieces of information to keep private and secure, as these data can
easily identify an individual.

However, it may not be immediately evident why certain other data elements are
included. Could the serial number or license plate number from an individual’s vehicle
be used to identify that individual? Why include the serial number from a pacemaker
implanted into a cardiovascular patient or from surgical steel used to set a patient’s
broken ankle? In fact such data elements represent small puzzle pieces that could be
investigated and added to other information to identify a patient.

Using or maintaining PHI is not to be confused with using or maintaining a patient’s
medical record. The data being used or stored must be reviewed in light of these 18 PHI
data elements. One of the data elements listed, combined with a medical condition
or diagnosis, represents PHI that is protected under HIPAA privacy regulations. For
example, information from a database entitled “Former Patients with Lymphoma”
(reference to a diagnosis) that includes the patients’ names (PHI data element) is
considered PHI. Therefore, patient information in clinical and research databases must
be used and disclosed in a manner consistent with the HIPAA Privacy Rule.?

xiil
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Healthcare institutions must also comply with state privacy laws and regulations.
Of course, these requirements vary greatly from state to state, and HIPAA’s privacy
protections provide a federal “floor” on which state privacy laws can build.” However,
the HIPAA Privacy Rule pre-empts state law when the state law is contrary to the Privacy
Rule. However, as with most federal regulations, there are exceptions to HIPAA’s pre-
emption. A common exception is when state law is more stringent than the Privacy
Rule in protecting the privacy of PHI.> HIPAA represents the floor, or minimum of
privacy protections, and allows greater protection provided by the states.

Recent legislation, the American Recovery and Reinvestment Act of 2009 (ARRA),
better known as “the Stimulus Bill,” signed into federal law on February 17, 2009,
significantly enhances and strengthens privacy and security regulations contained
in HIPAA® ARRA includes the Health Information Technology for Economic and
Clinical Health Act, or the HITECH Act.! The HITECH Act promotes the use of health
information technology (HIT) and specifically extends the legal provisions of the
HIPAA privacy and security regulations. HIPAA-covered entities, business associates
of covered entities, and some entities previously not considered to be HIPAA-covered
entities are affected by these new requirements.” The HITECH Act establishes breach
notification requirements, further limits the uses and disclosures of PHI, and increases
the enforcement of, and the penalties for, noncompliance with HIPAA privacy and
security regulations. These requirements represent efforts to keep pace with the new
risks to PHI that have emerged since the enactment of HIPAA in 1996. Many HITECH
provisions are effective within the first 12 months, while other pieces of the legislation
go into effect at later dates."” Additional guidance and interpretation regarding the
provisions in the law are anticipated, and careful consideration should be given to these
emerging regulatory requirements.

So, why is privacy included in any serious consideration of information security?
Actually, HIPAA provides regulations to protect both the privacy and security of PHI
received and maintained by healthcare institutions. HIPAA’s Privacy Rule sets forth
regulatory standards for the use and disclosure of PHI, and the Security Regulations,
comprised of 18 standards, ensure the confidentiality, integrity, and availability of PHI
for business-related purposes.*

By definition, information security refers to protecting information against loss,
unauthorized access, or misuse. It includes assessing the threats and risks to information
and assuring confidentiality, integrity, and availability of the data being protected.'
Therefore, although information privacy and information security are different in
concept, they are related in practice. Privacy depends on information security, especially
for the confidentiality of the information being protected.’

Privacy and security work together in a complementary fashion. For example,
strong privacy policies and procedures are worthless if outsiders can break into the
institution’s information systems and compromise or steal the data. Therefore, privacy
and security share a common goal of preventing the unauthorized access, use, and
release of confidential information. Sound security practices create audit trails to
determine who has accessed confidential, sensitive, or personal information. These
audit trails provide the means to encourage adherence to privacy and information

Xiv
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security policies and standards and to discourage wrongdoing by enforcing disciplinary
actions for misconduct. Both the privacy and security provided to the sensitive data are
strengthened."

However, HIPAA privacy and security regulations represent the minimum
standards of protection on which management can build policies and practices that
are reasonable and appropriate for their institution.” The HIPAA privacy and security
regulations provide sound minimal guidelines to be followed for the protection of all
sensitive or confidential data, not just PHI. An institution’s privacy and information
security policies and procedures must strike a balance between ensuring privacy for
personal and confidential data and permitting important intended business uses of the
information.

Once the policies are developed, they must be implemented and enforced. Individual
leaders and managers in a healthcare organization must emphasize and reward the
importance of privacy and support the interrelationship of privacy and information
security. Neither privacy nor information security can exist in a vacuum. Privacy is
necessary for today’s information-driven, technologically advanced environment.
Information security can provide the “privacy” assurance that information technology
needs. Administration must strongly support this marriage of privacy and information
security, making both important priorities for the institution.

The healthcare workforce needs to know what information is to be kept confidential
and the manner in which this is to be accomplished. Knowledge of the institution’s
policies and operating procedures and understanding business needs and access to the
appropriate information are essential at all levels. Formal training about an institution’s
privacy and information security policies and procedures is an important component
of an effective compliance program.

The adage that says “you can have security without privacy, but you cannot have
privacy without security” effectively denotes the relationship between information
privacy and information security and serves as the rationale for including privacy
in any serious consideration of information security. Privacy is the appropriate use
of information, and security is the protection of that information while it is being
used.! The two are explicitly intertwined."? The following chapters provide a complete
assessment of information security principles and their essential role in protecting
privacy and confidentiality of sensitive institutional assets such as PHI.
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