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Introduction
The HIMSS Professional Development staff along with members of the FY17 and FY18
Professional Development Committee has created a compilation of job descriptions that
may be utilized to help define various health information and technology career
opportunities. Targeted towards education for early careerists in the health information
and technology industry, this document will serve as a great reference for anyone at any
point in their career path. HIMSS defines an early careerist as someone with less than
five (5) years’ experience in the health information and technology field. It is our mission
is to provide early careerists the support and resources to develop professionally and
become the next generation of leaders in health information and technology.
In this document, you will find a sampling of health information and technology
positions. This guide was created to begin to help those new or transitioning to the
industry understand the different areas of the field as well as to potentially assist
employers create job descriptions. HIMSS will continue to build upon this document by
adding new job descriptions on a regular basis.
Committee Chairs:
 Penny L. Black, CPHIMS, Director of Clinical Systems, Houston Methodist
Hospital (FY17)
 Arthur W. Harvey, MS, CPHIMS, CIO, Boston Medical Center (FY18)
Committee Members:
 Scott Aikey, MLS(ASCP)CMDLMCM Sr. Director, Core Clinical Applications
Information Services, Children’s Hospital of Philadelphia (FY18)
 Jason Bickford, MCSE (FY17 & FY18)
 Lisa Cannon, RN, MBA, MS, Director of Talent Development, The Chartis
Group (FY18)
 Tera Carter, Medical Operations Group Administrator (FY17 & FY18)
 Laura Dorenfest, Adjunct Instructor, UIC (FY17)
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Hank Fanberg, Office of the CIO, Director Technology Advocacy, Christus
Health (FY17)
Jane Harper, CISA, CISSP, Director IPSO Internal Audit & Risk
Management., Henry Ford Health System (FY18)
Arthur W. Harvey III, MS, CPHIMS, CIO, Boston Medical Center (FY17)
Robin Hildwein, CIO, Boca Raton Regional Hospital (FY17)
Varun Hippalgaonkar, Vice President of Business Dev, HealthGrid (FY18)
Amin Holmes, Principal, Ambit Consulting (FY17)
Christine Hudak, CPHIMS, FHIMSS, Professor & Director, HI Program,
Kent State University (FY18)
Mark H. Johnson, MHA, RN-BC, CPHIMS, Senior Director, Iatric Systems,
Inc. (FY17)
Amy Justice, MBA, CAHIMS, Retired USAF (FY17)
Tiya Williams Mitchell, CPHIMS, Revenue Services Program Manager,
Greenway Health (FY17 & FY18)
Dr. Cecilia Page, CHCIO, CPHIMS, DNP, FACHE, PMP, RN-BC, UK
Healthcare (FY17)
Dr. Mark Parkulo, MD, Chair Meaningful Use Coordinating Group, Mayo
Clinic (FY17 & FY18)
Dr. Joseph L Ronzio, CPHIMS, DHSC, MBA, USAF, Deputy Chief Health
Technology, Officer, Veterans Health Administration (FY18)
Rhonda Taller, MHA, Team Leader – Advocacy, American College of
Cardiology (FY18)

HIMSS Staff Liaisons:
 Mara Daiker, MS, CPHIMS, RHIA, Senior Manager, Professional
Development, HIMSS North America
 Maggie Van Vossen, Manager, Professional Development, HIMSS North
America
 DonVielle Young, Senior Associate, Professional Development, HIMSS
North America
HIMSS Executive Contact:
 JoAnn W. Klinedinst, MEd, CPHIMS, PMP, DES, FHIMSS, Vice President,
Professional Development, HIMSS North America
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ANALYTICS / REPORT WRITER
The Analytics / Report Writer extracts and collects data according to client or
management needs to build customized reports. Building and preparing data reports
and managing software applications are primary duties. Proper testing of applications is
another fundamental aspect of the job. Analytics/Report writers analyze statistics and
other metrics in addition to providing end-user training on report writing software.
Analytics / Report writers often present their data to internal and external customers.
Sometimes they are responsible for making official presentations to explain their
findings and results. For this reason, the ability to communicate effectively is important
to this role.
Primary Responsibilities
 Maintain a working knowledge of the data schema for company files.
 Write queries and creates reports to provide data to business units.
 Gather and document functional and technical requirements and
translates requirements into reporting solutions.
 Assist in the planning, development, testing and delivery of reports and
data for routine requests as well as ad hoc requests.
 Present information effectively and respond to questions from groups of
managers, clients, customers and the general public.
 Create standard operating procedures to ensure consistency of recurring
reports.
 Perform statistical data analysis and interpret data results to distinguish
patterns and recognize trends.
 Follow department standards for reporting and documentation.
Qualifications
 Bachelor’s degree in business, computer science or related field.
 2 - 5 years in analytics with report writing requirements.
 Proficient query and report writing skills utilizing one of the following: SQL,
Tableau, Crystal, or equivalent.
 Proficient in databases, queries, sub-queries and sub-files.
 Proficient with Microsoft Office and html or related applications.
 Advanced Microsoft Excel skills.
 Demonstrated proficiency in the manipulation of user defined fields and
calculations.
 Demonstrated knowledge of database schemas and the extraction of data.
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Demonstrated knowledge of conveying results through the use of strong
communication skills.
Ability to read, analyze and interpret general business periodicals,
professional journals, technical procedures and governmental regulations.
Understanding of regulatory requirements and industry best practices.
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APPLICATION ANALYST
The Application Analyst is responsible for application and integration of information
technology in the healthcare setting. This position will serve as a liaison between the IT
department and operations to align system design with operational processes. This
includes data collection, workflow analysis, system configuration, testing, and support.
Participates in application deployment and procedure documentation. Ensures that the
software build meets organizational goals and external mandates such as HIPAA and
Meaningful Use. This position must remain current with software and certifications, if
any.
Primary Responsibilities
 Provide recognized knowledge of product features, functionality and
utilization of the application software.
 Manage stakeholder expectations by analyzing expectations and
requirements.
 Identify project issues and risks and resolve or escalate as appropriate.
 Collaborate effectively with colleagues to complete tasks.
 Lead or actively participate in meetings.
 Monitor system effectiveness and/or performance to determine if there are
any potential problems, report critical findings to peers and/or manager
and resolve somewhat complex problems.
 Develop and maintain test scripts to reflect proposed workflow solutions.
 Review and test changes, interfaces, data conversion, enhancements,
and each new release as assigned.
 Participate in disaster recovery initiatives.
 Support the training team by keeping trainers abreast of new functionality
and system changes.
 Provide assigned on-site support during go-lives and system upgrades.
 Provide 24/7 support when scheduled.
 Resolve or triage support calls as applicable.
Qualifications
 Bachelor’s degree. May consider applicable clinical, revenue cycle or
other healthcare experience in lieu of degree.
 Healthcare licensure preferred.
 Two years’ relevant experience.
 Current knowledge of regulatory standards and the impact on business
operations.
 Obtain and maintain system certifications, if applicable.
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Willingness to be on call 24/7 when scheduled.
Willingness to travel to remote sites as applicable.
Demonstrate an understanding of the need for discretion of all confidential
and EPHI (Electronic Protected Health Information) HIPAA regulations.
Demonstrate ability to promote and maintain good interpersonal
relationships.
Proficient with Microsoft Office.
Demonstrate ability to prioritize and multi-task.
Demonstrate effective problem-solving, analytical, and time management
skills.
Demonstrate strong verbal and written communication skills.
Demonstrate strong organizational, presentation and customer service
skills.
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BUSINESS ANALYST
The Business Analyst works with business end-users, management, and technical
teams to better understand and document the business requirements, provide testing
support and execution for system implementations/maintenance.
This position performs analytical and reporting activities to support the business function
of a department or division. This position is accountable for generating and preparing
reports, performing analysis, tracking and submitting data, and related activities in a
timely and accurate manner.
Must possess strong research and data-gathering abilities with the ability to interpret
data in order to develop and implement policies, procedures or solutions within a
healthcare setting.
Primary Responsibilities
 Identify, analyze, and gather business requirements and develop technical
specifications.
 Create project and operational support documentation, which may include
business requirement documents, process and data flow diagrams,
solution design specifications, implementation plans and testing scripts,
and reporting of results.
 Maintain database information for the facility and/or department personnel
on a daily, weekly, and monthly basis. This includes ensuring accessibility
of accurate information to department personnel as needed.
 Prepare and distribute weekly, monthly and ad-hoc business object
reports in accordance with established guidelines and procedures or as
requested.
 Assist department staff by performing project-related work, as needed or
requested.
 Review, analyze and evaluate business and user needs and documents
findings and recommend changes to business processes to increase
system effectiveness for end users.
 Validate the business need for solutions to business problems and
process improvements.
 Perform all functions according to established policies, procedures,
regulatory and accreditation requirements, as well as applicable
professional standards.
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Qualifications
 High school diploma/GED or equivalent working knowledge. Bachelor's
degree in business administration, healthcare management or related field
preferred.
 Equivalent proven work experience and technical training and some
college will be considered.
 Have experience in the information technology areas, such as personal
software packages, generating reports and presenting information in a
written or spreadsheet format.
 Has knowledge of commonly used concepts, practices, and procedures
within a particular field respective to the system functions.
 Must have excellent oral and written communication skills to effectively
interact with internal and external customers and department staff.
 Must be able to follow verbal directions and instruction to perform work.
 Must have the ability to organize, prioritize, and manage a variety of tasks
and activities in a timely and effective manner.
 Proficient with Microsoft Office.
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CHIEF PRIVACY OFFICER
The Chief Privacy Officer (CPO) position provides leadership and oversight in the
strategic planning, execution, and assessment of the Information Privacy Program.
Establishes and maintains a comprehensive program to insure that all information
assets are adequately identified and that information assets are appropriately classified.
The position is responsible for identifying, directing, coordinating, evaluating, and
reporting on information privacy risks in a manner that meets compliance and regulatory
requirements. The position is also responsible for developing or managing budgets,
project prioritization, strategic planning, execution, policies, procedures and guiding
practices. In addition, this position will lead staff development for the respective teams
to insure a service culture is created to support service level agreements for designated
business units.
Primary Responsibilities
 Responsible for the strategic direction for the Privacy Program.
 Acts as the corporate executive charged with developing and
implementing policies designed to protect employee and customer data
from unauthorized access.
 In cooperation with Human Resources, ensures compliance with privacy
policies and consistent application of sanctions for failure to comply with
privacy policies for all employees, extended workforce, and business
associates.
 Builds a strategic and comprehensive privacy program that defines,
develops, maintains and implements policies and processes that enable
consistent, effective privacy practices, which minimize risk and ensure the
confidentiality of protected and other classified data in paper and
electronic form, across all media types.
 Ensures privacy forms, policies, standards, and procedures are up-todate.
 Works with organization senior management, security, and corporate
compliance officer to establish governance for the privacy program.
 Serves in a leadership role for privacy compliance
 Collaborate with the information security officer to ensure alignment
between security and privacy compliance programs including policies,
practices, investigations, and acts as a liaison to the information systems
department.
 Establishes, with the information security officer, an ongoing process to
track, investigate and report inappropriate access and disclosure of
protected health information.
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Performs or oversees initial and periodic information privacy risk
assessment/analysis, mitigation and remediation.
Conducts related ongoing compliance monitoring activities in coordination
with the organization’s other compliance and operational assessment
functions.
Takes a lead role, to ensure the organization has and maintains
appropriate privacy and confidentiality consents, authorization forms and
information notices and materials reflecting current organization and legal
practices and requirements.
Oversees, develops and delivers initial and ongoing privacy training to the
workforce.
Participates in the development, implementation, and ongoing compliance
monitoring of all business associates and business associate agreements,
to ensure all privacy concerns, requirements, and responsibilities are
addressed.

Qualifications
 Bachelors' degree in business administration or healthcare administration
or related major, master’s degree preferred.
 Minimum of 15 years of experience within regulated institutions in
Compliance, Risk or other regulatory function.
 Minimum of 5 years of experience leading a team.
 Healthcare experience preferred.
 Privacy and Compliance Certifications Preferred (e.g. CHPS, CHS).
 Experience operating in a matrixed organization where you must exert
influence over professionals that are not direct reports.
 Ability to communicate effectively, both verbally and in writing and the
ability to report to the board.
 Thorough knowledge of privacy laws and regulations including:
 Knowledge of US Data Protection and Privacy Regulations e.g. GLBA,
Regulation P, FCRA, etc.
 Knowledge of International laws that impact the privacy International
Knowledge of key State Data Protection and Privacy Regulations.
 Effective analytical and investigative skills.
 Effective team management skills: consensus building; conflict resolving
and meeting managing.
 Strong interpersonal skills and ability to deal effectively with diverse
personalities and skill sets.
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CHIEF RISK OFFICER
The chief risk officer (CRO) will act as the corporate executive tasked with assessing
and mitigating significant competitive, operational, compliance, legal, strategic, cyber,
privacy, regulatory and technological threats to the enterprises assets, including capital
and earnings potentials.
Primary Responsibilities
 Oversee the development, implementation and execution of the enterprise
risk strategy and program
 Partner with other key executives including the CIO and Strategy
executives to proactively identify issues and solutions that can impact the
organizations goals, objectives and strategies
 Oversee the development and update of risk maps and strategic action
plans to mitigate the company's primary threats, and monitor the progress
of risk mitigation efforts.
 Build risk quantification and qualification models, algorithms and formulas
to support the definition of risk appetite and tolerance levels
 Oversee the execution of the annual enterprise risk assessment and
remediation activities
 Develop and disseminate risk analysis and progress reports to company
executives, board members and employees.
 Operationalize risk management by building strategies and processes to
integrate risk management priorities into the company's overall strategic
planning.
 Act as the resident expert on risk, monitor, and report on the
organization’s risk profile
 Oversee all risk education programs and efforts
 Develop and implement information and risk assurance strategies to
protect against and manage risk related to the use, storage and
transmission of data and information systems.
 Evaluate potential operational risk stemming from employee errors or
system failures that could disrupt business processes, then develop
strategies to both reduce exposure to these risks and adequately respond
when these issues occur.
 Oversee the design, implementation and maintenance of the enterprise
GRC tools to support the ERM program.
 Oversee funding and budgeting of risk management and mitigation
projects.
 Communicate with company stakeholders and board members about the
business' risk profile and assessments.
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Participate in Merger and Acquisition, New Business/New Product risk
assessments.


Qualifications
 Bachelor’s degree in business administration, accounting, finance,
mathematics, statistics or a similar management discipline.
 Certification in CRCMP, CRISC, ISO3000 or similar required
 At least fifteen (15) years of related experience in risk management with at
least (8) eight years previous experience in risk titled positions and
functions
 Solid understanding of various risk frameworks, practices and experience
designing and implementing integrated risk frameworks in highly regulated
industries.
 Prior management experience preferred.
 Experience interacting with Governing and Regulatory bodies and Audit
Committees.
 Exceptional communication skills.
 Ability to engage and communicate with all elements of the workforce,
leadership and governance.
 Strong problem-solving, conflict management, influencing and consensus
building skills.
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COMPLIANCE PROFESSIONAL
The purpose of the Compliance Professional is to develop, implement, revise and
oversee the Corporate Compliance Program. The responsibilities include maintaining
and expanding visibility for the Corporate Compliance Program at all levels within the
Company; training senior management regarding the Company's Corporate Compliance
Program; recommending and implementing compliance initiatives which match the
health care regulatory environment; and evaluating Company processes for compliance
impact.
Primary Responsibilities
 Administer the Company's Corporate Compliance Program including
conflict of interest, code of conduct and ethics violations.
 Act as an expert with respect to compliance matters requiring external
reporting, such as to regulatory and law enforcement agencies.
 Create and manage a program to educate and communicate the
importance of good corporate citizenship to all leaders, employees,
contractors, and business partners.
 Act as the internal resident expert providing appropriate compliance
advice services to various levels of leadership including; day-to-day,
Board's, and internal and external stakeholders as appropriate.
 Develop external contacts to position themselves as a leader in health
care compliance programs.
 Work with business segments and unit leaders to increase awareness of
the importance of the Corporate Compliance program.
Qualifications
 Bachelor’s Degree in Business Administration, Health Administration or
related field.
 Significant experience in the health care industry, with specific
ethics/compliance program experience or legal experience.
 CHS or equivalent certification preferred.
 Detailed understanding of government requirements, regulations and
expectations for health care compliance programs.
 Familiarity with Medicare and Medicaid programs and state insurance
laws preferred.
 Demonstrated effectiveness operating in complex organizational
environments.
 Excellent written, oral, and presentation communication skills.
 Proven ability to work with all levels of management.
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Strong problem solving skills.
Demonstrated ability to partner effectively with others in handling complex
issues.
Strong influencing skills and sound business judgment.

Page 15

DATA ANALYST – HEALTH PLAN
The Data Analyst is responsible for evaluating and creating data content for the Health
Plan. This position will utilize SQL management and visualization tools to collect, mine
and analyze data to create reports and data extracts.
The Data Analyst will perform data steward duties for supporting systems in the Health
Plan. This position will focus on managing data content and the business logic behind
all data transformation for reporting and data extracts. Which will include documenting
all data points used in reporting and data extracts.
Primary Responsibilities
 Assess actuarial tables to determine how the liability coverage should
correspond with trends in the populace
 Coordinate code changes with appropriate vendor related to health plan
reporting and application issues.
 Collaborate with various teams to identify and infrastructure related issues
that have resulted in reporting and application issues.
 Aggressively manage personal workload related to open issues and
service requests to ensure agreed upon SLA’s are met.
 Provide/coordinate resolution of issues while recommending procedures
and controls for problem prevention, escalation, etc.
 Provide thorough documentation within call tracking database and
knowledge database to document work around or resolution of frequent
incidents to enhance quality of problem resolutions for future incidents.
 Develop reports and extracts as per specifications and requirements.
 Analyze business requirements and documents functional requirements.
 Guide and assist development team in deciding best approaches and
practices.
 Provide support and maintenance of all Health Plan Reporting
applications.
 Work with end user(s) to discuss on solutions, concerns and suggestions.
 Provide effective customer service by being courteous, polite and friendly
at all times.
 Timely acknowledge customers in order to determine their need and help
the customer resolve the issue or request.
 Participate in departmental programs that promote and deliver exceptional
customer service.
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Qualifications
 Bachelor's degree or combined equivalent experience.
 Working knowledge in SSRS, SSIS, Crystal Reports, SAS, Teradata, SQL
Server Databases, XML, XSLT, ASP .net and batch commands.
 Working knowledge of the Affordable Care Act/Health Insurance
Exchange, Medicaid, Medicare, and Commercial Health Plans.
 Functional expertise in enrollment processing, claim processing, provider
contracting and pricing, EDI (HIPAA Transactions) processing, and
integration.
 Knowledge of EDI Healthcare Transactions (820, 270, 271, 834, 837, 270,
271 etc...).
 Strong technical experience in SharePoint and Microsoft Office Suite.
 Knowledge of industry standard health data and code sets such as ICD10, CPT/HCPCS, Revenue codes, 5010, NCPDP Eligibility / Enrollment
Data Model & Structure, Member/Eligibility Input & Output Feeds.
 A total of three (3) years of experience in corporate systems environments
required. Experience with a variety of Information Management
applications, programming languages, and technologies preferred.
 Minimum of three (3) years’ experience with writing and debugging
complex SQL queries.
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DATABASE ADMINISTRATOR
A Database Administrator (DBA) will keep the database(s) up and running smoothly
24/7. The goal is to provide a seamless flow of information throughout the company,
considering both backend data structure and frontend accessibility for end-users.
Responsibilities extend to data integrity and ensuring appropriate response to
infrastructure alerts. The DBA interacts with analysts, vendors and information
technology leadership. The health of the database environment relies on the expertise
of the DBA.
Primary Responsibilities
 Read, analyze and interpret general business periodicals, professional
journals, technical procedures and governmental regulations.
 Provide maintenance of the vendor database management system.
 Test and convert new releases of the database management software.
 Perform analysis and design of site-specific database modifications.
 Responsible for the day-to-day technical administration of database
applications.
 Diagnose, analyze, and troubleshoot technical problems.
 Ensure that state of the art management tools are in place to monitor
database performance.
 Primary contact for issues related to database applications.
 Meet with technical personnel of departmental software vendors prior to
system installations to evaluate the existing systems.
 Write reports, business correspondence and procedure manuals and to
effectively present information and respond to questions from groups of
mangers, clients, customers and the public.
Qualifications
 Bachelor’s degree in computer science or computer engineering.
 2+ year’s professional experience, preferably in healthcare.
 Intermediate mathematical skills.
 Proficient with Microsoft Office, healthcare-related interface and
microprogramming, report writers, and html or related applications.
 Demonstrated advanced knowledge of database structure and theory.
 Demonstrated experience with MySQL and MSSQL.
 Current SQL certification preferred.
 Demonstrated Oracle, Windows NT, MS SQL Server, and other operating
systems proficiency preferred.
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Working knowledge of client/server and Graphical Interface (GUI)
concepts and tools, PC-based middleware tools, Relational Database
Management systems, and other software relative to large online and/or
client/server transaction processing systems.
Proficient at disaster avoidance and recovery.
Understanding of regulatory requirements and industry best practices.
Ability to work independently with minimal supervision and assistance.
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DESKTOP/FIELD SERVICES TECHNICIAN
The Desktop/Field Services Technician is responsible for providing direct support to end
users of computers, printers, mobile devices, and related peripherals. The technician
will test, diagnose, document, repair, and/or replace devices as necessary. The
technician may also be assigned to provide technical support to organizational projects
that require the relocation or deployment of computing resources.
Primary Responsibilities
 Maintain, troubleshoot, and repair computer systems including printers
and other peripherals.
 Provide direct user support on site and in the field.
 Evaluate user business needs and recommend appropriate hardware
solutions.
 Diagnose errors or technical problems and determine proper solutions
 Provide routine system maintenance as required.
 Document all system updates and repairs.
 Function as part of project teams as needed to provide system
deployment, upgrades, or relocation.
Qualifications
 Associate’s degree in information systems or equivalent experience.
 Desktop Technology Certification.
 Excellent customer service skills.
 Strong system diagnosis skills.
 Ability to perform routine component replacement on desktops, laptops,
and printers.
 Basic understanding of network protocols.
 Experience with disk imaging software.
 Proficient with Microsoft Office.
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INFORMATION SECURITY MANAGER
The Information Security Manager works closely with the Information Security Officer on
the development, documentation, implementation, and monitoring of policies,
procedures, and practices that ensure the confidentiality, integrity, and availability of
company data and assets. Leads tactical improvements by designing and building short
and long term enterprise plans and standards to ensure services meet current and
future requirements. The position is responsible for participating in the planning and
managing of budgets, project prioritization, strategy, execution, policies, procedures,
and guiding practices.
Primary Responsibilities
 Assess the organization’s security measures, such as firewalls, anti-virus
software and passwords, to identify any weak points that might make
information systems vulnerable to attack.
 Perform security risk assessments and may carry out simulated attacks to
test the efficiency of security measures.
 Prioritize security coverage to ensure that strategically important data,
such as commercial information or personal data, receives the highest
levels of protection.
 Develop policies that encourage secure working and protect data.
 Provide training for employees, explaining security risks and
demonstrating good practices, such as using strong passwords and
protecting data when they use mobile devices outside the office.
 Set up procedures and automated processes to monitor the status of
computers and networks.
 Analyze reports generated by the monitoring system to identify trends that
might indicate a future risk.
 Must stay abreast of emerging and changing security standards,
regulations and requirements.
 Provide consultation/assessment of security risks for all new applications
perform technical security assessments.
Qualifications
 Bachelor's Degree in Information Systems, Computer Science or
equivalent required.
 Six (6) years relevant experience, including two (2) years of leadership
experience as an Information Security professional. Healthcare
experience preferred.
 CISM/CISSP or equivalent certification required.
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Experience in investigative techniques and ability to investigate complex
security issues.
Self-motivated and able to work independently with objectivity and good
judgment
Well-developed people skills, including approachability, social and
communicative ability and the ability to earn the trust and confidence of
others.
Excellent customer service and interpersonal skills demonstrated both
over the phone and face-to-face in order to communicate technical
information in non-technical terms is preferred. Consensus building and
collaborative interpersonal skills is preferred.
Can conform to shifting priorities, demands and timelines through
analytical and problem solving capabilities.
Experience with federal and state information security standards,
regulations and requirements (e.g. HIPAA, State Laws).
Working knowledge of IT systems and functions, process development,
mobile device management, change management, and software review
processes.
Knowledge of information security best practices, NIST, PCI, ISO
standards, and common risk frameworks.
Demonstrated experience in the development and management of a
comprehensive information security program that balances risk and the
needs and goals of the business.
A service-focused team player who has the ability to lead and mentor
team members is preferred.
Ability to work under pressure, establish priorities and respond with
urgency is preferred.
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INTEGRATION ANALYST
An Integration Analyst is tasked with planning, coordinating, and managing the
assimilation of new software applications and programs into an organization's existing
Health Information Technology environment. The analyst typically supports each
department by determining its systemic needs, recommending changes, implementing
new software solutions and instructing users about the interface.
Responsible for reviewing the process infrastructure and operating systems of the
company and recommending options for developing process efficiency for assimilating
data availability. Position advises on system integration techniques to the department
heads for making operating activities more capable. He/she is also responsible for
providing guidance on workflow improvements, conducting design training sessions,
coordinating with data analysis and defining functional requirements. The analyst also
monitors system efficiency, updates current software to correct errors and support in
software system installation.
Primary Responsibilities
 Research new software packages and make a system upgrade
recommendations based on the organization's strategic goals.
 Supervise the implementation process for outside software while also
designing, coding and maintaining applications developed in-house.
 Offer assistance to employees on how to properly use all systems,
including writing training materials and conducting seminars.
 Other duties range from maintaining internal websites and databases to
account billing and communicating customization requests to vendors.
 Conduct procedure development, system maintenance and make
improvements through scripting and automation.
 Make client environment modifications within client's system constraints.
 Resolve and troubleshoot system issues in the client environment.
 Prepare proposal requests such as bid specifications, benchmark studies,
cost projections and solution development.
 Participate in analysis and design of business process, training
development, and deployment planning.
 Present and evaluate end user capabilities and assemble data to conduct
competitive analysis.
 Interact with end user team members to complete project activities and
deliverables.
 Conduct complex studies on automation techniques in interfacing
functional areas.
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Develop, test, and install systems, conduct associated updates and install
software, cabling, hardware and maintenance.
Ensure that the configuration audit and inventory of hardware as well as
software is checked out.
Support the assigned duties related to logistics and acquisition automated
information system applications.
Collect integration matrix according to measurement collection and project
management plan.

Qualifications
 Bachelor’s degree in computer science, engineering, database
administration or a related field.
 Effectively communicate complex concepts with vendors, customers, coworkers and management, both verbally and in writing.
 Must balance a self-motivated, independent work ethic with the desire to
train and assist others.
 Must have the ability to organize, prioritize, and manage a variety of tasks
and activities in a timely and effective manner.
 Requires strong analytical and problem-solving skills.
 Must possess the ability to verify and solve software shortcomings in
addition to effective time management aptitude and communication skills.
In order to complete the essential duties adeptly, the analyst mostly uses
program-testing software.
 Must possess critical thinking, decision-making, and problem-solving skills
as well as the ability to prevent finding and provide recommendations.
 Proficient with Microsoft Office.
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IT AUDITOR AND RISK ANALYST
The IT Auditor and Risk Analyst, functions as a highly skilled internal control consultant
responsible for conducting IT risk assessments and audits, providing risk and audit
education and consulting services to mitigate risk and assess the control environment of
each auditable unit. The position conducts IT, regulatory, mandate and legal audits and
requires technical and operational knowledge of information security best practices, as
well as, legal and regulatory compliance requirements that impact security or risk for the
enterprise. This role has no direct reports. This position will work in a collaborative
effort with the various organizations including Information Technology.
Primary Responsibilities
 Conduct internal audits and reviews on behalf of the corporation to identify
issues and risks, document established controls to mitigate risk and
assess the control environment of each auditable unit.
 Support and coordinate audit efforts to ensure successful and timely
completion of assignments.
 Communicate issues, audit results, and recommendations in a clear and
concise manner to appropriate levels of operating, IT, and executive
management, including activity updates that go to the Audit Committee of
the Board of Directors.
 Facilitate project risk assessments and lessons learned sessions.
 Participate in divisional or departmental infrastructure projects as
assigned.
 Maintain working knowledge of information technology pre-production
(e.g. system development life cycle, change control, operating systems,
applications and security) and post- production (e.g. operating systems,
applications, security and data center operations) controls.
 Conduct effective and efficient IT and project audit work.
 Provides recommendations to improve the control environment.
 Effectively applies audit methodologies, policies, and procedures
applicable to the organization.
 Suggests improvements to audit methodologies, policies, and procedures.
 Prepare complete and accurate audit work papers in a timely manner.
Qualifications
 Bachelor's Degree in Business Administration, Information Systems,
Information Assurance or closely related field required is required within
three-years.
 Minimum five (5) years related experience, which includes three (3) years
of IT or technology related auditing experience.
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Ability to develop, maintain and report against a work plan, as work
progresses.
CRCMP, CIA, CRISC, CISA, CCSA required within two-years.
Familiarity with national security standards, business continuity, disaster
recover, auditing, risk management, vulnerability assessments, regulatory
compliance, and incident management.
Strong understanding of project management and information technology
background.
Good analytical, organizational, verbal and written communication skills.
Ability to solve problems in a dynamic team environment and handle
multiple assignments in a timely manner.
Experience in conflict management skills necessary to resolve issues
where corporate areas are in disagreement.
Ability to effectively interface with various levels of management internally
and as well as contacts outside the organization.
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PRIVACY SPECIALIST
The Privacy Specialist will support the mission of the organization’s Privacy Compliance
Program to effectively prevent and/or detect violations of HIPAA, HITECH and other
Federal and State laws, regulations and organization policies, procedures and
standards of conduct. In addition, the Privacy Specialist serves as an autonomous
member of the information privacy team providing services to their assigned business
units in the form of education, training, investigations, investigative interviews, breach
response and reporting and service recovery. This position requires professional
discretion due to the highly sensitive nature of work performed.
Primary Responsibilities
 Liaison for privacy in assigned business unit (s).
 Responsible for ensuring adherence to applicable Federal and State
privacy laws and related organization policies and procedures for
assigned business units.
 Recommends information privacy technologies to ensure adaptation and
compliance.
 Participates in activities and in a consultative nature related to assessing
risk and developing and implementing appropriate policy and compliance
monitoring activities.
 Conducts monitoring and auditing activities for assigned business unit (s)
and coordinates action to respond to identified risks and violations.
 Conducts role based education and training of assigned business unit
employees on privacy regulations and organization policies and
procedures.
 Leads the incident response team to investigate and correct violations of
privacy standards, confidentiality or information security. Ensures remedial
action, corrects current problems and takes all available steps to prevent
future problems.
 Applies investigative techniques and audits to validate privacy breach
occurrences.
 Conducts risk assessments to determine breach notification
responsibilities to patients and the Office for Civil Rights.
 Consults with patients and family members to obtain sensitive information
and communicate investigative results while ensuring a successful
customer experience and service recovery.
 Manages and documents all privacy incidents utilizing the System-wide
case management solution to ensure accurate documentation and
reporting.
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Collaborates with other departments, such as legal counsel, human
resources, IT, and HIM to maintain organization compliance with Federal
and State laws regarding privacy, security and protection of information
resources.
In cooperation with Human Resources, ensures compliance with privacy
policies and consistent application of sanctions for failure to comply with
privacy policies for all employees, extended workforce, and business
associates.
Administers the Notice of Privacy Practices Administration including:
System-wide compliance of proper display of notice in facilities, assisting
patients with exercising privacy rights as listed in notice, monitoring of
regulatory changes that mandate edits.

Qualifications
 Bachelor’s Degree in Business, Healthcare Administration or similar
discipline or major.
 3 or more years’ experience in Privacy and/or Compliance or equivalent
experience in Quality, Audit, Human Resources, HIM, Provider or
Customer Relations or other related work.
 Healthcare experience preferred.
 Working knowledge of privacy laws (i.e., HIPAA, HITECH, GLB, etc.),
access and release of information
 CHC, CRCMP or CHPC certification preferred but not required
 Proven ability to communicate professionally and effectively in written and
oral format, along with the ability to think analytically and solve problems
as required.
 Experience in investigative techniques and ability to investigate complex
privacy issues.
 Must have the experience or the ability to work effectively in a large,
geographically diverse system.
 Self-motivated and able to work independently
 Objective with good judgment
 Well-developed people skills, including approachability, social and
communicative ability and the ability to earn the trust and confidence of
others.
 Effective analytical and investigative skills
 Well-developed writing, organizational, facilitating, presentation and
personal computer skills
 Ability to manage complex projects, coordinating the multitasking of self
and numerous individuals who do not have a reporting relationship to you.
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Effective team management skills: consensus building; conflict resolving
and meeting managing.
Strong interpersonal skills and ability to deal effectively with diverse
personalities and skill sets.
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PROCESS ENGINEER/PROCESS IMPROVEMENT SPECIALIST
The Process Engineer possesses an intermediate level skill set and knowledge in the
science and methods of Process/Quality improvement. Promotes organizational
transformation by advising on the planning and execution of improvement efforts
throughout the organization, by applying a standard framework for managing
improvement projects and by acting as a consultant on improvement science and data
driven decision-making. The Process Engineer is capable of assisting less experienced
team members
Primary Responsibilities
 Promotes organizational transformation by advising on the planning and
execution of improvement efforts throughout the organization.
 Applies the Enterprise Improvement Framework for managing
improvement projects.
 Exhibits an understanding of different types of organizational problems
and can identify and apply appropriate tools.
 Assists clinicians, clinical leaders and administrators to manage and
understand improvement measures, performance dashboards and score
cards and to use data analysis to drive fact-based decision-making.
 Developing communications strategies to support change.
 Effectively builds and facilitates improvement teams with clearly defined
roles and responsibilities.
 Participates in formal and just in time training on the Enterprise
Improvement Framework and tools to clinicians, clinical leaders and
administrators.
 Demonstrates understanding of adult learning principles.
 Provides coaching and consultation on the use of a standardized
approach to improvement work.
 Supports regulatory and accreditation activities, including participation in
Joint Commission and Department of Health surveys and accreditation
readiness.
 Works with leaders and staff to integrate Safety Behaviors for Error
Prevention into one’s work.
 Acts as an organizational patient safety champion, and supports patient
safety concepts, methods, and high reliability principles.
Qualifications
 BA/BS degree, Master’s degree preferred.
 Certificate in quality management or patient safety strongly recommended.
(CPHQ, CQM, ASQ certification, Six Sigma, Lean Certification).
Page 30

















Minimum of 5 years of professional experience; 3 years in a role where
there is active use of quality concepts, tools and methods with a focus on
healthcare.
Exposure to data analysis to drive fact-based decisions.
Experience facilitating teams that cross multiple departments and
functions.
Demonstrated ability to achievement expected outcomes.
History of working effectively in situations where there is a need to
demonstrate leadership skills to achieve the expected results.
Project management experience (CAPM or PMP certification preferred).
Proficient with Microsoft Office.
Familiarity with Statistical Process Control
Knowledge of organizational dynamics, change theory, reliability and
safety science, improvement methods and tools, measurement and
statistical process control
Ability to work independently and take initiative when necessary
Strong interpersonal, verbal and written communications skills
Demonstrates strong ability to prioritize work, excellent organizational
skills and initiative to improve processes.
Change agent demeanor. Must be a flexible thinker, with an ability to
quickly adapt to a changing environment.
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PROGRAM/PROJECT MANAGER
The Program/Project Manager is responsible for the IT programs/projects, with overall
responsibility for the direction, scope, cost, schedule, quality, and success of the
projects. This includes managing the project plan, budget, issues management list,
work breakdown structure, and other project management tools. This position will
coordinate all project activities: software and hardware implementation training, and
optimization, business and IT related tasks, internal communications process
improvement, and develop a plan for sustaining support.
Primary Responsibilities
 Work with the leadership and other stakeholders to establish the strategic
direction of the organization’s information systems to ensure goals are
achieved.
 Assist project sponsors in establishing project goals, metrics, and
baselines. Facilitate collaboration and decision making between sponsors
and departments.
 Develop detailed implementation plans including finalization of project
team structure, task list, task inter-dependencies, timetable and budget.
 Define, identify, secure, and coordinate internal and external resources
and expertise, as appropriate, for the program/project implementation.
 Manage programs/projects within schedule and budget constraints
according to specifications and ensure business objectives are met.
 Manage stakeholder expectations to ensure alignment with organizational
goals and objectives
 Develop and manage project budgets, and perform periodic cost and
productivity analyses.
 Lead and direct work assignments of internal and external resources to
ensure support efforts are accomplished successfully.
 Initiate and facilitate change management through established
communication methods.
 Oversee development of integrated testing, validation, development of
training materials, and the conduct of the training.
 Identify, monitor, and develop strategies for mitigation.
 Act as single point of contact or escalation for customers and facilitating
contact with the correct resources.
 Develop and assist with communications to the organization and
customers regarding the program/project initiatives, status, and progress.
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Qualifications
 Bachelor’s degree in business administration and/or information systems
with course work in computer science or equivalent.
 Master's preferred.
 PMP (Project Management Professional) Certification or equivalent.
 Agile or SCRUM certification a plus.
 At least 5 - 10 years progressive leadership and management experience
including project experience in an IT environment or in business
environment with major project management/system implementation role.
Applicable system expertise a plus.
 Demonstrate knowledge of project management principles, practices and
software development life cycle.
 Prove experience in successful completion of major healthcare systems
implementations.
 Demonstrate ability to promote and maintain good interpersonal
relationships, and a proficiency in team building, conflict resolution, and
group interaction.
 Prove ability to manage large diverse groups of individuals and work
effectively with all staff as well as executive leadership.
 Demonstrate experience with evaluating new customer needs and
documenting the business case and technical requirements.
 Demonstrate ability to prioritize and multi-task.
 Demonstrate effective problem-solving, analytical, and time management
skills.
 Proficient with Microsoft Office.
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QUALITY ANALYST
The Quality Analyst is responsible for collecting, clinically analyzing and maintaining
data regarding quality of care and health outcomes per regulatory requirements.
Maintains and retrieves data from specified databases. Prepares and presents reports
and information useful in providing clinical and administrative direction as part of
performance improvement efforts. May participate in special projects as needed by
leadership. May report to the Chief Information Officer, Chief Quality Officer or Chief
Nursing Officer.
Primary Responsibilities
 Responsible for timely/accurate collecting, submitting, and reporting
process and outcome data on patient populations as determined by
hospital and departmental leadership. Some of which may include
mandated clinical projects by CMS, The Joint Commission, other
regulatory agencies and hospital projects.
 Organize clinical data and has the ability to interpret results to physicians,
allied health practitioners, administration, nursing and others as
necessary.
 Participate in hospital and community performance improvement
committees.
 Abstract medical records and collect data for Medical Staff peer review
from a variety of sources.
 Prepare cases and complete paperwork for the Medical Staff peer review
process. Attend medical staff committee/departmental meetings as
assigned.
Qualifications
 Bachelor’s degree in information systems or management preferred.
 RHIT, RHIA, LPN, RN, other clinical field or equivalent clinical experience.
 At least 2 years of clinical coding, 5 years of quality review and/or 2 years
of nursing/clinical experience with good clinical knowledge.
 Excellent verbal and written communication skills.
 Team player with exceptional interpersonal skills.
 Ability to facilitate clinical groups to review performance improvement data
and development of specific actions resulting from review of the
information.
 Demonstrated knowledge of clinical applications, spreadsheet, databases
and word processing.
 Understanding of regulatory requirements and industry best practices.
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REVENUE CYCLE ANALYST
Revenue Cycle Analysts are responsible for analyzing, auditing, and investigating their
assigned client’s Accounts Receivable (A/R) process in order to ensure quality, resolve
errors, and provide strategic solutions.
Primary Responsibilities
 Develop a solid understanding of assigned client’s process in order to
strategically review and analyze their A/R functions.
 Conduct regular audits of the claim work for accuracy and quality;
manages clean claim ratios for assigned clients.
 Provide direction to managers on claim audit corrections and resolution.
 Prepare and analyze reports of audit reviews and performance issues with
a focus on identifying trends, instituting continuous quality improvement
initiatives, and identifying and providing on-going training opportunities for
specialists.
 Provide second-tier review on advanced and escalated claim issues to a
satisfactory resolution
 Resolves outsource vendor’s escalates claims and claim rework.
 Log all client issues encountered in internal tracking system, including
enhancement requests, bugs, errors, and inquiries. Make management
aware of any client issues or problems.
 Modify process and procedures to prevent claim rework through
automation ideas.
 Participate in continuing education of applicable software and hardware.
Qualifications
 A high school diploma/GED required.
 Bachelor’s degree preferred but not required.
 Quality control auditing and analysis experience preferred.
 Medical billing knowledge and Healthcare experience preferred.
 Strong analytical skills; ability to conduct research, creatively solve
problems, and deal with ambiguity.
 Highly developed verbal and written communication skills.
 Able to read, analyze, and interpret complex documents.
 Independent, logical, strategic thinker with high focus and attention to
detail.
 Proficient compute skills including Microsoft Office, Word, and Excel.
 Excellent organizational skills; ability to multitask, set priorities, and meet
deadlines.
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RISK PROFESSIONAL
The Risk Professional is responsible for supporting the enterprise risk program, function
and strategy and serves as a subject matter expert in matters related to various
categories of risk. This individual is responsible to help identify issues and risk that can
lead to a loss exposure with the various risk domains including operational, strategic,
compliance, reputational, regulatory, security, privacy and legal. The Risk Professional
will be instrumental in helping to develop strategies to reduce and mitigate risk, safe
guard assets, enhance operations, and improve the quality of services.
Primary Responsibilities
 Develop policies to ensure the enterprise is managing risk in all facets of
the organization.
 Design processes within the organization to ensure that projects and
operational work accounts for and documents enterprise risk.
 Supports the execution of and conducts an Enterprise Annual Risk
Assessment.
 Supports the execution of and conducts ongoing risk assessments of
enterprise projects and work units.
 Recommends remediation actions to mitigate enterprise risk.
 Maintain network of professional relationships with specialization in key
areas available to draw upon for highly specialized input regarding
healthcare risks and operational matters.
 Maintain level of expertise regarding established healthcare audit
risks/controls/compliance policies and procedures in order to ensure
adherence in a manner that reflects honest, ethical and professional
behavior.
 Develops and maintains risk maps and strategic action plans to mitigate
the company's primary threats, and monitor the progress of risk mitigation
efforts.
 Supports the operationalizing of risk management by supporting efforts
and strategies to integrate risk management priorities into the company's
overall strategic planning.
 Conduct risk education programs, training and efforts
 Executes risk assessments to protect against and manage risk related to
the various or assigned risk category or discipline
 Evaluate potential operational risk stemming from employee errors or
system failures that could disrupt business processes, then develop
strategies to both reduce exposure to these risks and adequately respond
when these issues occur.
 Leverages the GRC tool to support the ERM program.
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Qualifications
 Bachelor’s degree in business administration, accounting, finance,
mathematics, statistics or a similar management discipline.
 Certification in CRCMP, CRISC, ISO3000 or similar required
 At least five (5) years of related experience in risk management with at
least (3) three years previous experience in risk titled positions and
functions
 Working knowledge of various risk frameworks and practices
 Ability to engage and communicate with all elements of the workforce,
leadership and governance.
 Strong problem solving, conflict management and consensus building
skills.
 Understanding of regulatory requirements and industry best practices.
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SECURITY ANALYST
The Security Analyst will identify and manage application vulnerabilities including and
not limited to managing dynamic and static analysis. The analyst will also be involved in
the assessment and understanding of data transfer security, security profile assessment
of third party application and data storage providers. The analyst will be first level
security support of enterprise level applications.
The analyst will also identify and quantify IT risk factors, for application security and
related infrastructure. The analyst will also assist the Information Security &
Compliance Team in to facilitate administration of the Information Security Program.
The analyst will also be responsible for application vulnerability tool and interpret
results. The analyst is expected to discuss the results and methods of remediation with
the development team or the third party application provider.
Primary Responsibilities
 Manage and administer application vulnerability assessment tool.
 Interpret results of assessment report from the tool.
 Interface with application developers to discuss results and remediation.
 Interact with third party application providers to access their secure
development practices.
 Access application vulnerabilities of third party applications and manage
their remediation working with the providers.
 Maintain a regiment of application vulnerability assessment and
management of critical applications.
 Provide assessment /audit support.
 Identify, analyze, monitor and minimize areas of risk that pertain to
application security.
 Analyze business impact and exposure based on emerging security
threats, vulnerabilities and risks.
 Develop and execute a program for secure application development
education.
 Provide assurance that quality and risks are effectively addressed in
relation to applications.
 Coordinate application security assessments of both internal and external
application developer/providers.
Qualifications
 Bachelor’s degree in computer science or related field is highly desired.
 CISSP, CISA and CRISC certifications are highly desired.
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2 - 4 years’ experience in related field preferred.
Application and infrastructure audit experience.
Must be detailed oriented who has been involved in design and
implementation of security tools
Should have experience in complex technical solutions especially in
geographic distributed and growing corporation.
Previous PCI and HIPAA experience especially in understanding of tools
and their integration into the organization to close identified gaps and to
be able to implement discipline and solutions for PCI and HIPAA
compliance.
Implementation for HITRUST in cybersecurity is highly desired.
Working knowledge of NIST standards is required.
Proficient with Microsoft Office.
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SENIOR PRIVACY SPECIALIST
The Senior Privacy Specialist will support the mission of the Privacy Compliance
Program to effectively prevent and/or detect violations of law, regulations, or
organization policies and standards of conduct and if detected, to quickly and effectively
correct these violations. The Senior Privacy Specialist reports directly to the Privacy
Manager. This position oversees all ongoing activities related to the development,
implementation, maintenance of, and adherence to business unit privacy practices in
conformance with organization policies and procedures covering the privacy of, and
access to, patient information.
Primary Responsibilities
 Maintains current knowledge of applicable federal and state privacy laws
and accreditation standards.
 Monitors advancements in information privacy technologies to ensure
adaptation and compliance.
 Participates in activities related to assessing risk and developing and
implementing appropriate policy and compliance monitoring activities.
 Conducts monitoring and auditing activities.
 Conducts education on overall regulations and policy and procedure
changes relevant to individual job roles. Oversees, initiates, facilitates and
promotes activities to foster information privacy awareness, training,
orientation and policy implementation within assigned business units and
related entities.
 Provides oversight regarding the establishment, through operations
management and Information Technology, for the purpose of tracking
access to protected health information and to monitor compliance with
privacy regulations
 Lead the incident response team to investigate and correct violations of
privacy standards, confidentiality or information security. Ensures
remedial action corrects current problems and takes all available steps to
prevent future problems.
 Implement investigative techniques and monitors to validate privacy
breach occurrences
 Conduct risk assessments to determine patient harm, and breach
notification responsibilities
 Interacts with patients and family members to obtain sensitive information
and communicate investigative results while ensuring a successful
customer experience
 Responsible for breach notification to Office for Civil Rights
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Reviews reports and coordinates action to respond to identified risks and
violations.
Works with all business units and other personnel involved in any aspect
of release of protected health information to ensure full coordination and
cooperation under organization policies and procedures and legal
requirements.
Manages and documents all privacy incidents utilizing the System-wide
case management solution to ensure accurate documentation and
reporting.
Demonstrated ability to communicate privacy program initiative to senior
leadership
Administers System-wide privacy policies and procedures, including
without limitation:
Notice of Privacy Practices
Authorization Forms
Use and Disclosure of Protected Health Information
Individual Requests for Access to Protected Health Information
Recordkeeping and Administrative Requirements
Data Breach Notification
Collaborate with other departments, such as legal counsel, human
resources, IT, and medical records to maintain organization compliance
with federal and state laws regarding privacy, security, and protection of
information resources.
In cooperation with Human Resources, ensures compliance with privacy
practices and consistent application of sanctions for failure to comply with
privacy policies for all employees, extended workforce, and business
associates.
Provides reports to the Chief Executive Officer regarding the status of
privacy compliance for assigned business unit.

Qualifications
 Bachelor degree in Business, Healthcare Administration or similar
discipline or major 5 years in privacy, medical records, or information
management.
 CHC, CRCMP or CHPC certification required.
 Experience providing working knowledge and skills in the following:
 Privacy laws (i.e., HIPAA, HITECH, GLB, etc.), access, release of
information and release control technologies
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Information management principles and ability to apply these through
project and change management skills
Investigation techniques required: ability to investigate complex privacy
issues
Understanding of regulatory requirements and industry best practices
Self-motivated and able to work independently
Trustworthy and respectable
Objective with good judgment
Well-developed people skills, including approachability, social and
communicative ability and the ability to win the confidence of people
Effective analytical skills
Confidence and assertiveness
Detail oriented
Well-developed writing, organizational, facilitating, presentation and
personal computer skills
Ability to manage complex projects, coordinating the multitasking of self
and numerous individuals
Effective team management skills: consensus building; conflict resolving
and meeting managing
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SERVICE DESK ANALYST
The Service Desk or Help Desk Analyst is responsible for first line triaging and
prioritizing of all Information Technology service requests within a healthcare provider
system. Serves as a frontline troubleshooting support to achieve first call resolution.
Assistance may include telephone, online or in-person interactions. Service Desk
analysts work closely with systems administrators and application analysts to monitor
system performance issues and notify end-users of any downtime. Daily work schedule
may vary depending on the needs of the department.
Primary Responsibilities
 Create service tickets for customer issues and escalates unresolved
issues according to standard practice and procedures.
 Verify end-user credentials prior to providing or resetting access to
applications and systems.
 Consult with customers to identify and specify clinical and technical
requirements.
 Perform basic hardware and software troubleshooting, diagnostics and
remote repair if possible.
 Assign customer support calls to IT support analyst teams according to
procedure.
Qualifications
 Associate’s degree in technical, management discipline, or engineering.
 1-2 years of Help Desk, Service Desk or equivalent experience.
 Demonstrated knowledge of Microsoft Windows, Microsoft Office and
Internet applications.
 Effective oral and written communication skills.
 Solid problem-solving abilities.
 Demonstrated ability to effectively handle tense customer service
scenarios.
 Demonstrated knowledge of access and authentication controls.
 Demonstrated knowledge of enterprise architecture principles and
practices.
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SOFTWARE DEVELOPER
The Software Developer will develop, maintain, and enhance software applications in
accordance with system requirements. The developer will participate in all phases of
the SDLC under the direction of the software development manager including;
requirements gathering, design, development, testing, deployment, and maintenance of
custom software systems. The developer will frequently be asked to work with end
users to provide feasibility assessments of potential technical solutions to business
challenges.
Primary Responsibilities
 Develop and maintain custom software applications.
 Participate in product text-fix cycle.
 Test and modify applications to comply with infrastructure updates.
 Participate in the business requirement gathering and validation process.
 Prepare cost and time estimates for assigned tasks.
 Adhere to organizational coding standards including source control, code
instrumentation, and documentation.
 Participate in peer code reviews. Analyze, investigate, and correct issues
reported by the customer or identified during the maintenance process.
 Develop and maintain system documentation.
 Develop interfaces between commercial systems as required.
 Provide off hours support per departmental policies.
Qualifications
 Bachelor’s degree in computer science or equivalent.
 2 years’ experience writing commercial software.
 Excellent customer service skill.
 Strong problem diagnosis skill.
 Experience working with relational databases.
 Experience with Object Oriented Design.
 Experience in a Rapid Application Development environment.
 Experience developing and executing test cases.
 Experience developing test data.
 Ability to effectively communicate with both technical and non-technical
users.
 Experience with organization’s standard development tools.
 Proficient with Microsoft Office.
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