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Introduction 
News stories involving the breach of patient data are unfortunately no longer infrequent 
occurrences. Given the emergence of these stories during the past few years, HIMSS instituted a 
research program in 2015 designed to gauge the cybersecurity experiences of U.S. healthcare 
organizations. The present report reflects the first year follow-up from the 2015 baseline report.  
 
With a total of 183 responses received between February 15 and May 15, 2016, the findings from the 
2016 report are highly reflective of the 2015 findings. Recognizing the relative uniformity in the 
results, the present report focuses exclusively on the 150 respondents representing U.S. based 
provider organizations (e.g. hospitals, physician offices). The decision to concentrate on this subset 
of respondents was based on the spate of headline news stories this past year reflecting security 
breaches in U.S. hospitals and other provider care sites. 
   
The findings in this report have also been parsed to differentiate respondents from hospital-
associated (acute care) organizations versus those from non-acute care organizations (Table 1). This 
distinction was thought to be significant given the demands from the Meaningful Use program for 
eligible provider organizations to be able to exchange data with other types of provider 
organizations. Though no attempt was made to ensure respondents accurately represented the array 
of acute and non-acute providers in the U.S., the findings are instructive nevertheless and can be 
embraced as a “directionally correct” perception of varied U.S. providers regarding cybersecurity 
issues. 
 
Table 1: Profile of Respondents BY Provider Type 

Organization Type Count Percent 
Acute Care Provider 119 79.3% 

Healthcare system (employed at corporate office) 69 46.0% 
Hospital 50 33.3% 
Non-Acute Provider 31 20.7% 
Ambulatory/Outpatient Setting/Physician Office 17 11.3% 
Mental/Behavioral Health Facility 1 0.7% 
Other Healthcare Facility (e.g. home health agency) 6 4.0% 
Other (specify) 7 4.7% 
 150 100.0% 

To be included in the HIMSS Cybersecurity study, respondents are required to play some role in their 
organization’s information security effort. The respondents in the present report reflect a fairly good 
representation of both IT executives and non-executives (Table 2).  
 
Table 2: Profile of Provider Respondents BY Title Level 

Organization Type Count Percent 

Executives 65 43.3% 
Corporate CIO 35 23.3% 
Chief Information Security Officer 14 9.3% 
Facility CIO 13 8.7% 
Chief Security Officer 3 2.0% 

Non-Executives 85 56.7% 
Compliance Officer 5 3.3% 
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Table 2: (cont’d)   
Department Head 5 3.3% 
Director/Manager (e.g. Manager of Information Security) 32 21.3% 
Security Officer 11 7.3% 
Senior Staff (e.g. Senior Network Analyst) 11 7.3% 
Staff (e.g. Application Analyst) 10 6.7% 
Other (specify) 11 7.3% 

 150 100.0% 
 

Findings 
Providers have implemented a modest amount of basic and advanced information security tools. 

The information security tool profile of providers in the 2016 study (Table 3) suggests providers 
generally rely on a limited portfolio of security tools. This may be due to providers lacking 
appropriate personnel and/or budget (as discussed later in Table 13). Notwithstanding the foregoing, 
while a wide variety of information security tools are available for providers to leverage, acute care 
providers appear to have a greater array of security technologies in their portfolio than non-acute 
providers. This may be attributed to providers potentially having relatively more financial resources 
to invest in such technologies and, thus, to have more of a matrixed security solution in terms of 
technologies. Note too that select tools appear to be used notably more frequently by acute care 
providers than non-acute providers (e.g. Single sign on; Mobile device management). 
  
Table 3: Tools Implemented for Information Security BY Provider Type 

 Total 
Acute 
Care Non-Acute  DIFF 

Antivirus/malware 86.0% 84.9% 90.3% -5.4% 
Firewalls 80.7% 78.2% 90.3% -12.2% 
Data encryption (data in transit) 64.0% 68.1% 48.4% 19.7% 
Audit logs of each access to pt. health and financial records 60.0% 59.7% 61.3% -1.6% 
Data encryption (data at rest) 58.7% 61.3% 48.4% 13.0% 
Patch and vulnerability management 57.3% 61.3% 41.9% 19.4% 
Intrusion detection systems (IDS) 54.0% 57.1% 41.9% 15.2% 
Network monitoring tools 52.7% 54.6% 45.2% 9.5% 
Mobile device management (MDM) 52.0% 56.3% 35.5% 20.8% 
User access controls 50.7% 52.1% 45.2% 6.9% 
Intrusion prevention system 48.0% 49.6% 41.9% 7.6% 
Access control lists 47.3% 47.9% 45.2% 2.7% 
Single sign on 47.3% 52.1% 29.0% 23.1% 
Web security gateway 41.3% 43.7% 32.3% 11.4% 
Multi-factor authentication 39.3% 41.2% 32.3% 8.9% 
Messaging security gateway 37.3% 40.3% 25.8% 14.5% 
Data loss prevention (DLP application) 36.0% 38.7% 25.8% 12.8% 
Q. What security technologies have been purchased and implemented at your organization? (Select 
all that apply)  
 
 

= Low Use = High Use 
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Antivirus/anti-malware and firewalls 
The results are surprising since only 84.9% (acute) and 90.3% (non-acute) of providers are using 
antivirus and anti-malware software. Without the use of a firewall (or functionally equivalent 
technology), providers likely lack the ability to prevent or mitigate virus, malware, and other forms of 
malicious or undesirable software. With tens of thousands of malware variants being generated each 
day, this lack of defense may leave an organization wide open to compromise.  Additionally, not all 
providers (78.2% for acute and 90.3% of non-acute) are using firewalls.  Firewalls monitor and filter 
network traffic—not having firewalls may leave an organization susceptible to compromise. Simply 
put, firewalls are a basic component of network security. 
 
Encryption at rest and in transit 
Interestingly, only 68.1% of acute providers and less than half (48.4%) of non-acute providers are 
encrypting data in transit. This means that the providers that are not encrypting data are sending 
protected health information and other data in the clear, leaving such data susceptible to being 
breached by eavesdropping, packet sniffing, or other means. Additionally, the lack of encryption 
means that data may be tampered in transit—thus, there is little assurance that the sender’s data 
has fidelity with the receiver’s data. Tampering with such information may have an adverse effect on 
clinical operations, administrative operations, and/or patient care. 
 
Similarly, only 61.3% of acute providers are encrypting data at rest and 48.4% of non-acute providers 
are encrypting data at rest. This, as well, leaves the door wide open to potential tampering and 
corruption of the data, in addition to a large potential for a breach. If a computer, laptop, thumb 
drive, or backup were to be stolen, any person would be able to access such information. 
 
Accountability through audit logs 
Moreover, only 59.7% of acute providers and 61.3% of non-acute providers are using audit logs for 
each access to patient health and financial records. With a lack of logs, it is likely very difficult to 
have accountability within the provider organization with respect to transactions which occur vis-à-
vis patient health and financial records. Accordingly, the provider is likely hindered in terms of the 
ability to detect and mitigate instances of fraud, abuse, or potential internal or external compromise, 
given this lack of evidence. For example, there may be no control in terms of a provider being able to 
detect that an employee has snooped on a patient’s medical record. 
 
Patch and vulnerability management 
Many healthcare organizations struggle with patch and vulnerability management. Essentially, where 
technology exists, there are vulnerabilities. Such vulnerabilities can sometimes have a high likelihood 
of exploitation. Only 61.3% of acute cate providers and 41.9% of non-acute providers admit to having 
a patch and vulnerability management program.  A lack of such a program can lead to a large attack 
surface. Safeguards, such as patches, correct configurations, and other measures, are meant to 
address these exploitable weaknesses.  Without a program in place, there can be a large time 
window for hackers to exploit an unpatched system (especially if systems are patched or upgraded 
on a reactive, ad hoc basis). Time is money, including for hackers, and they are likely to go after low 
hanging fruit. 
 
Intrusion detection systems 
Intrusion detection systems, whether host-based or network-based (and ideally used in combination) 
can alert one of a potential intrusion, breach, or an attack.  Much like burglar alarms exist for 
physical security, an intrusion detection system on a host or a network can sound the alarm when a 
potential incident has occurred.  IDS systems, however, are underutilized with only 57.1% of acute 
care providers and 41.9% of non-acute providers using them. Unless other reliable detective controls 
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are in place, a provider may continue to be unaware that a potential intrusion, breach, or attack has 
occurred until the damage has been done (e.g., breached data, tampered information, hijacked 
accounts, etc.). 
 
Network monitoring tools 
Only 54.6% of acute care providers and 45.2% of non-acute providers are using network monitoring 
tools. In addition to the availability of the organization’s network, the analysis of network traffic can 
be invaluable in understanding normal and abnormal (or suspicious) network patterns. Such analytics 
may be used, as well, to prevent successful intrusions by observing unsuccessful attempts to attack 
the network. 
 
Mobile device management 
Only 56.3% of acute care providers and 35.5% of non-acute care providers are deploying mobile 
device management. Assuming that the remainder populations are using mobile devices within their 
organizations, the lack of MDM presents a significant risk to organizations. For example, without 
MDM, security policies are not enforced and lost or stolen devices cannot be remotely wiped.   
 
Single sign-on 
Only 52.1% of acute providers and 29.0% of non-acute providers are using single sign-on technology. 
Single sign-on technology can be very beneficial to all healthcare organizations, where there are 
numerous disparate applications, portals, and interfaces that require numerous usernames and 
passwords to remember. However, the use of single sign-on technology does not supplant the need 
for user awareness and training with regard to good password hygiene and tips (such as no shoulder 
surfing and no posting of the SSO login credentials). 
 
 
Providers are concerned about information security and are acting on those concerns. 

The findings of the 2016 Cybersecurity study clearly indicate that the provider community is fairly 
uniform in elevating information security as a business priority (Table 4). These concerns come from 
a provider community which most commonly uses antivirus/malware and firewalls tools to address 
their information security needs (Table 3).  
 
Table 4: Security as a Business Priority BY Provider Type 
 Total Acute Care Non-Acute  

Yes 85.3% 86.6% 80.6% 
No 10.0% 7.6% 19.4% 

Q. Has information security increased as a business priority for your organization since the previous 
year? 
 
Despite the greater array of security technologies acute care providers appear to have in their 
portfolio than non-acute providers (Table 3), both provider groups focused their security 
improvement efforts this past year on network security and endpoint protection (Table 5). 
 
Table 5: Security Capabilities Enhanced Past Year BY Provider Type 
 Total Acute Care Non-Acute  
Improved network security 70.7% 70.6% 71.0% 
Improved endpoint protection 61.3% 59.7% 67.7% 
Improved disaster recovery 52.0% 50.4% 58.1% 
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Table 5: (cont’d) Total Acute Care Non-Acute  
Improved information technology continuity 51.3% 48.7% 61.3% 
Improved data loss prevention 48.0% 48.7% 45.2% 
Q. In the past year, did your healthcare organization enhance its information security capabilities in 
any of the following ways? (Select all that apply) 
 

 
 
The motivation to focus on information security stems from varied sources. 

One of the reasons providers may be motivated to elevate information security as a business priority 
is the pervasiveness of security attacks and breaches. In fact, 80 percent of providers in 2016 
admitted that their organization had experienced a recent “significant security incident” (Chart 1). 
Given the sensitivity of this topic, it is understandable that respondents may be reluctant to 
voluntarily share this information and the pervasiveness of attacks presented here may actually be 
under-represented. 
 
Chart 1: Pervasiveness of Recent Significant Security Incidents 

 
Q. Thinking about your organization's most recent significant incident…? 
 
Beyond the actual experience of the significant security incident, respondents tended to cite three 
specific motivators driving their organization’s information security efforts this past year; reactions 
to phishing attacks and virus/malware incidents and proactively addressing the results of a risk 
assessment (Table 6). With phishing and denial of service attacks, viruses, and malware on the rise, it 
is no surprise that providers are motivated to improve their information security posture. 
 
Table 6: Information Security Motivators BY Provider Type 
PRO-ACTIVE MOTIVATORS Total Acute Care Non-Acute  

Results of risk assessment 66.7% 63.9% 77.4% 
Results of vulnerability scan 43.3% 45.4% 35.5% 

Reports from 3
rd

 parties about increased cyber attacks 42.7% 45.4% 32.3% 

Results of penetration tester's report 30.0% 31.9% 22.6% 

Results of ethical hacker's report 8.0% 10.1% 0.0% 

44.7%

35.3%

15.3%

4.7%

1 2 or more No recent significant event Don't know/Missing

= Low Use = High Use 
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Table 6: (cont’d)    
REACTIVE MOTIVATORS Total Acute Care Non-Acute  

Phishing attacks 76.7% 79.8% 64.5% 
Virus/Malware 67.3% 68.1% 64.5% 
Spearphishing attacks 58.0% 61.3% 45.2% 
Negligent insider threat activity 52.0% 51.3% 54.8% 
Advanced persistent threat (APT) attacks 48.7% 49.6% 45.2% 
Malicious insider threat activity 32.7% 34.5% 25.8% 
Brute force attacks  30.7% 31.9% 25.8% 
Social engineering attacks/elicitation 30.0% 29.4% 32.3% 
Denial of services/Distributed denial of services attacks 25.3% 28.6% 12.9% 
Domain Name System (DNS) poisoning attacks 24.7% 26.1% 19.4% 
SQL injection attack 9.3% 9.2% 9.7% 
Wireless eavesdropping attack 4.7% 5.0% 3.2% 
Wireless jamming or interference attack 3.3% 2.5% 6.5% 

Q. Which of the below have been the motivators for your organization's focus on information 
security? (Select all that apply) 
 
 
 
Providers have a sobering assessment of their current threat exposure. 

The uniformity in information security efforts illustrated in Table 5 may be in part a response to the 
fairly consistent understanding providers have of their cybersecurity vulnerabilities (Table 7); e-mail 
and mobile devices are clearly understood to be “soft” spots in the organization. Interestingly, there 
appears to be a notable divide by provider type regarding the internet of things. This divide may be a 
reflection of varied exposures to or utilization of the internet of things or it may be due to a lack of 
uniform understanding of the risks associated with the Internet of Things.   
 
Table 7: Greatest Area of Vulnerability BY Provider Type 
 Total Acute Care Non-Acute  GAP 
E-Mail 5.06 5.00 5.30 -0.30 
Mobile Devices  4.79 4.81 4.72 0.08 
Internet of Things 4.55 4.79 3.56 1.23 
Other End-User Devices 4.40 4.42 4.30 0.12 
Network 4.15 4.17 4.07 0.10 
Cloud-Based Systems 3.97 4.05 3.69 0.36 
Applications 3.94 3.98 3.79 0.19 
Servers 3.85 3.91 3.59 0.33 
Q. What do you consider to be your organization's greatest area of vulnerability for cyberattacks?  (1 
= "do not agree”; 7 = "strongly agree") 
 
 
 
While providers may generally have a good understanding of their vulnerabilities, they were less 
positive regarding their ability to detect as well as protect their IT infrastructure from attacks (Table 
8). Indeed, using a seven-point scale with seven representing “fully prepared”, the assessments 
reflected in Table 8 averaged around the mid-4.00 range suggesting the respondents are slightly 
positive regarding their organization’s capabilities in these areas. 

= Low Evaluation = High Evaluation 
 

= Low Vulnerability = High Vulnerability 
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Table 8: Ability to DETECT/PROTECT IT infrastructure and data 
 Detect Protect 
Denial of services/Distributed denial of services attacks (DoS/DDoS) 4.66 4.24 
Advanced persistent threat (APT) attacks 4.15 4.10 
Spearphishing attacks 4.63 5.21 
Malicious insider attacks 4.10 4.71 
Ransomware attacks 4.41 5.02 
Brute force attacks 4.62 5.26 
Zero day attacks 3.85 4.50 
Phishing attacks 4.72 5.40 
Negligent insider attacks 4.19 4.98 
Exploitation of known software vulnerabilities 4.32 5.13 
How would you rate your organizations ability to protect your IT infrastructure and data against the 
following types of compromise?  
How would you rate your organizational ability to detect the following?  
(1 = "not at all prepared”; 7 = “fully prepared") 
 
 
 
The data in Table 8 is instructive in that it highlights some of the incongruence providers have in their 
perceived ability to detect and protect their organization. For example, respondents are much more 
positive about their ability to detect a Denial of service attack (4.66) than they are of their ability to 
protect against such attacks (4.24).  
 
Given that cybersecurity efforts need to both detect AND protect an organization to be most 
effective, it is useful then to identify the percentage of respondents claiming to have both a strong 
ability (response options “6” or “7”) to detect vulnerabilities and protect against said threats. By 
doing so we can gain a significant insight in the provider community’s ability to effectively manage 
threats. 
 
The results of this type of analysis reveal that at best, approximately 3/4ths of providers are confident 
of their ability to DETECT and PROTECT their organization in only two areas: brute force attacks and 
exploitation of known software vulnerabilities (Table 9). This analysis also suggests that denial of 
service attacks is in essence the most challenging for providers to effectively manage with only 53 
percent of organizations reporting a strong ability to effectively manage these types of threats. 
Denial of service attacks may result in applications, networks, servers, or other resources being 
unavailable for use. As such, applications, networks, servers, and other resources may be unavailable 
for use by their intended users. Given the ease of deploying some denial of service attacks and the 
availability of denial of service attack services, denial of service is a looming threat for the healthcare 
sector. 
 
Table 9: Ability to DETECT/PROTECT IT infrastructure and data 

 
DETECT and PROTECT  

(Top Box Ratings) 
Brute force attacks 74.5% 
Exploitation of known software vulnerabilities 74.4% 
Negligent insider attacks 72.7% 

= Low Assessment = High Assessment 
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Table 9: (cont’d) DETECT and PROTECT  
(Top Box Ratings) 

Phishing attacks 69.6% 
Ransomware attacks 68.1% 
Zero day attacks 65.5% 
Spearphishing attacks 58.5% 

Advanced persistent threat (APT) attacks 56.3% 
Malicious insider attacks 55.2% 
Denial of services/Distributed denial of services attacks (DoS/DDoS) 52.8% 
How would you rate your organizations ability to protect your IT infrastructure and data against the 
following types of compromise?  
How would you rate your organizational ability to detect the following?  
(response options “6” or “7”) 
 
 
 
Despite the muted assessment of their ability to DETECT/PROTECT against threats, providers tend to 
limit their security detection and investigation efforts to a few techniques (Table 10); monitoring of 
system activity logs; network monitoring; monitoring of user access logs. The limited use of other 
techniques raises the question as to why so few providers leverage these resources.   
 
The answer may in part be due to the lack of appropriately trained personnel and budgetary 
resources (as discussed later in Table 13). However, even resources such as working with Federal law 
enforcement agencies are very underutilized. Unless Federal agencies such as these are alerted to 
what is happening, these agencies will not be able to take action to deter what is happening in the 
field. Much of what the healthcare sector is struggling with is cybercrime and this activity will not be 
stopped until and unless the criminals are stopped or thwarted. 
 
Table 10: Techniques Used to Detect and Investigate Incidents BY Provider Type 
 Total Acute Care Non-Acute 
Monitoring of system activity logs 76.0% 76.5% 74.2% 
Network monitoring 73.3% 75.6% 64.5% 
Monitoring of user access logs 65.3% 67.2% 58.1% 
User of cyber threat intelligence 44.0% 47.1% 32.3% 
Working with Federal law enforcement agencies 29.3% 32.8% 16.1% 
Working with local/state law enforcement 28.0% 32.8% 9.7% 
Working with Office of Civil Rights (OCR)/HHS 21.3% 25.2% 6.5% 
Research using dark web 10.7% 11.8% 6.5% 
Q. What techniques does your organization have in place to detect and investigate incidents on an 
ongoing basis?  (Please select all that apply) 
 
 
 
Providers are in general agreement regarding threat motivators and future threats but notably 
varied regarding solution barriers. 

There are clearly a multitude of potential explanations as to why cyber criminals engage in 
cybercrimes. Some cyber criminals aim to disrupt, damage, and/or steal from targets, such as 

= Low Assessment = High Assessment 

= Low Assessment = High Assessment 
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healthcare providers. Additionally, given the lack of appropriate personnel, budget, and tools, 
healthcare providers may be perceived by cyber criminals as soft targets. 
 
Moreover, when asked to project the motivations of cyber criminals based on the threats 
experienced, the vast majority of provider respondents (76.7 percent) cited medical identity theft as 
the primary motivation (Table 11). This finding was by far the most frequently cited motivator by 
both acute and non-acute care providers. Accordingly, medical information is indeed valuable, 
especially when sold on the black market or used in connection with other unlawful or illicit 
activities. However, cyber criminals can also profit from healthcare providers in other ways, such as 
by using ransomware, where the ransom is demanded directly from the provider.  Hence, 
cybercriminals in such instances do not necessarily have to sell stolen medical information on the 
black market in order to reap a profit. On a related note, financial identity theft and fraud is very 
lucrative as well (and this information, too, is sold on the black market and other sites for profit).  
 
Snooping on patient records (i.e., by authorized users who do not have a need to know) is a problem 
which many providers still continue to contend with. Whether the motivation is curiosity or some 
other reason, this activity remains a challenge for many providers. However, with the lack of use of 
audit logs (see Table 3) and other accountability mechanisms, such activity may be difficult to deter. 
 
Table 11: Motivations to Breach Provider Data BY Provider Type 
 Total Acute Care Non-Acute 
Medical identity theft 76.7% 77.3% 74.2% 
Black market activities/organized crime 47.3% 48.7% 41.9% 
Workforce members snooping on information of other patients 47.3% 49.6% 38.7% 
Financial identity (external) 45.3% 42.0% 58.1% 
Workforce members stealing patient information 24.0% 24.4% 22.6% 
Business espionage 15.3% 17.6% 6.5% 
Workforce members stealing business information from the 
organization 14.0% 11.8% 22.6% 

Third party consultants/vendors snooping on information of other 
patients 10.0% 9.2% 12.9% 

Third party consultants/vendors stealing business information from 
the organization 8.0% 7.6% 9.7% 

Other 2.0% 1.7% 3.2% 
Don't Know 6.0% 6.7% 3.2% 
None of the above 1.3% 0.8% 3.2% 

Q. What do you believe are the most common threat motivators in terms of compromise of your 
organization's electronic information?  (Please select all that apply) 
 
 
 
With the provider community largely aligned in considering medical identity theft to be the primary 
motivation for cyberattacks, it is interesting to note that providers were also very uniform in their 
responses to future cybersecurity threats. When asked to identify the most significant threats to 
their organization in the future, there was very little variance between acute and non-acute care 
providers. That said, the prioritization of threats does appear to be shaped in part by past 
experiences. Those respondents representing an organization having recently experienced a 
cyberattack identified a wider array of potential significant threats than those not having 
experienced a recent attack (Table 12). 

= Low Assessment = High Assessment 
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Table 12: Significant Future Threats BY Modes of Compromise 
  ATTACKED1 
 Total YES No 
Ransomware 68.7% 73.3% 65.2% 
Advanced persistent threat (APT) attacks 61.3% 64.2% 65.2% 
Phishing attacks 60.7% 65.8% 52.2% 
Spearphishing 56.7% 63.3% 39.1% 
Negligent insiders 55.3% 58.3% 56.5% 
Exploitation of known software vulnerabilities 51.3% 55.8% 43.5% 
Cyberattacks (other than hacktivists/nation state actors) 49.3% 53.3% 43.5% 
Social engineering attacks/elicitation 43.3% 45.8% 43.5% 
Zero day attacks 39.3% 42.5% 34.8% 
Denial of services/Distributed denial of services attacks 
(DoS/DDoS) 34.7% 36.7% 34.8% 

Malicious insiders 34.0% 34.2% 43.5% 
Brute force attacks 32.0% 32.5% 39.1% 
Domain Name System (DNS) poisoning attacks 28.7% 30.0% 30.4% 
Hacktivists 25.3% 24.2% 39.1% 
Nation state actors 20.7% 20.8% 26.1% 
SQL injection attack 18.0% 19.2% 17.4% 
Wireless eavesdropping attack 14.0% 15.8% 8.7% 
Wireless jamming or interference attack 11.3% 11.7% 13.0% 

Don't Know 7.3% 4.2% 26.1% 

Total 150 120 23 
Q. Which of the below do you consider to be significant threats to your org. in the future?   
(Please select all that apply) BY Attack Status 
 
 
 
Though providers are in much agreement around current vulnerabilities (Table 7) and future threats 
(Table 12), they vary notably in terms of barriers mitigating cybersecurity risks. With lack of 
appropriate cybersecurity personnel emerging as the most commonly cited challenge to providers in 
general, the greatest barrier for non-acute providers involves a lack of financial resources (Table 13). 
 
Table 13: Barriers to Mitigating Cybersecurity Risks BY Provider Type 
 Total Acute Care Non-Acute  
Lack of appropriate cybersecurity personnel 58.7% 58.0% 61.3% 
Lack of financial resources 54.7% 50.4% 71.0% 
Too many emerging and new threats 49.3% 50.4% 45.2% 
Too many application vulnerabilities 38.0% 41.2% 25.8% 
Not enough cyber threat intelligence to stay ahead of threats 34.7% 32.8% 41.9% 
Too many endpoints 25.3% 26.1% 22.6% 

                                                 
1 "ATTACKED" refers to respondents whose organizations have experienced a recent significant cyber security 
incident. 

= Low Assessment = High Assessment 
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Table 13: (cont’d) Total Acute Care Non-Acute  
Sufficient cyber threat intelligence, but lack of technologies/tools 
for effective use and deployment 13.3% 13.4% 12.9% 

Network infrastructure too complex to secure 13.3% 15.1% 6.5% 
Too many users for timely and effective provisioning and 
Deprovisioning of accounts 12.0% 11.8% 12.9% 

Sufficient cyber threat intelligence, but lack of know-how for 
effective use and deployment 11.3% 10.9% 12.9% 

Other 6.0% 6.7% 3.2% 
Don't Know 6.7% 6.7% 6.5% 

Q. What are the biggest barriers your organization faces to remediating and mitigating cybersecurity 
indicants?  (Please select all that apply) 
 
 
 
 
Use of cyber intelligence sources tend to vary depending upon one’s role within a provider 
organization. 

This report elected to highlight cybersecurity responses by provider type because the data suggested 
this type of analysis was the most notable. Other variables (e.g. Respondent Title Level) were 
considered but did not prove to be too remarkable. That said, there were a few questions in which 
Title Level yielded notable variances.  
One of those questions involved the reliance on cybersecurity intelligence resources by the 
respondent’s role within their organization (Title Level). As evidenced in Table 14, Executives tend to 
rely on a slightly wider array of intelligence resources to inform their understanding of current and 
future cyber threats, than Non-Executives. This finding is significant as it suggests Executives and 
Non-Executives favor different “communication channels”. Those attempting to communicate with 
specific audiences may need to develop an appropriate “channel strategy”. 
 
It is not uncommon for executives to engage in “closed door” discussions with either their peers 
and/or other security professionals at other provider organizations about what is currently going in 
the cyber threat landscape. These “closed door” discussions may be in person or virtual. However, in 
general, these information sharing participants tend to be vetted and hence the information sharing 
occurs amongst trusted partners. In other words, sharing information about an organization’s 
vulnerabilities, incidents, and events may help the provider develop a “road map” to successful 
compromise of the organization (if such information falls in the wrong hands). 
 
It is good to note that executives (55.4%) and non-executives (48.2%) are using third party vendor 
threat intelligence feeds which are healthcare-specific. This information enhances the “situational 
awareness” of the organization and can generally be easily integrated with other tools, such as 
security information and event management (SIEM) tools. 
 
US CERT alerts and bulletins tend to be geared more towards technical personnel with technical 
details about vulnerabilities and mitigation information. Accordingly, it is not surprising that 45.9% of 
non-executives compared to 40.0% of executives use this source. 
 
What is interesting is that only 35.3% of non-executives, but 49.2% of executives access FBI-DHS 
Joint Indicator Bulletins (JIBs). It could be that more executives, compared to non-executives, attend 

= Low Assessment = High Assessment 
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and participate in outreach activities and hence have more familiarity and exposure to such 
resources.   
 
Table 14: Use of Cybersecurity Intelligence Resources BY Title Level 

 Total Executives 
Non-

Executives 
Peers (Word of Mouth) 62.0% 66.2% 58.8% 
Third Party Vendor Threat Intelligence Feed (Healthcare Specific) 51.3% 55.4% 48.2% 
US CERT Alerts/Bulletins 43.3% 40.0% 45.9% 
FBI-DHS Joint Indicator Bulletins (JIBs) 41.3% 49.2% 35.3% 
Third Party Vendor Threat Intelligence Feed (Non-Healthcare 
Specific) 38.0% 44.6% 32.9% 

Information Sharing and Analysis Center (ISAC) 28.0% 32.3% 24.7% 
US DHS National Cybersecurity and Communications Integration 
Center (NCCIC) 26.7% 24.6% 28.2% 

US DHS Industrial Control Systems Cyber Emergency Response 
Team (ICS-CERT) 25.3% 23.1% 27.1% 

InfraGard 20.7% 24.6% 17.6% 
Non-Profit Organization (focus on healthcare information 
security) 20.0% 21.5% 18.8% 

Non-Profit Organization (Focus on Cybercrime threat intelligence) 16.7% 18.5% 15.3% 
Non-Profit Professional/Trade Association 11.3% 13.8% 9.4% 
Federally Funded Research and Development Center (FFRDC) 8.7% 4.6% 11.8% 

Don't Know 8.7% 4.6% 11.8% 
Other 2.0% 1.5% 2.4% 
None of the Above  2.7% 1.5% 3.5% 

Q. What cyber threat intelligence sources do you rely on to get information about the issues facing 
your organization?  (Please select all that apply) 
 
 
 
Another issue in which Title Level seems to play a notable influence involves information security 
“orientation”. When presented with a series of statements surrounding information security “tools”, 
“threat sources” and “approaches”, Executives tended to react more passionately to statements 
surrounding “threat sources” and “cybersecurity approaches” than Non-Executives (Table 15). 
Interestingly, Non-Executives were more passionate about cybersecurity “tools” than their Executive 
peers. The pattern evidenced here is not too surprising as it suggests Non-Executives tend to 
approach cybersecurity from a functional (tool) perspective whereas Executives approach it from a 
strategic vantage point. Arguably, both approaches are needed.  Indeed, providers may greatly 
benefit from a combined perspective of executives and non-executives for a “whole of organization” 
approach to cybersecurity.   
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Table 15: Cybersecurity Statements BY Title Level 

Tools Total Executives 
Non-

Executives 
More innovative and advanced security tools need to be developed 
to protect us against tomorrow's security threats and vulnerabilities 6.17 6.14 6.19 

Today's security tools are going to be sufficient to protect us 
against tomorrow's security threats and vulnerabilities 2.77 2.51 2.96 

    
Threat Sources    

External threat actors are a concern at my organization 5.75 5.84 5.68 
Insider threat actors are a concern at my organization 4.77 5.03 4.56 
Information security begins at a healthcare organization's 
perimeters 3.93 3.92 3.93 

    
Approaches    

Information security must be approached as though attackers have 
already breached the perimeter 5.83 5.92 5.76 

Cross-sector cyber threat information sharing is beneficial to my 
organization 5.68 5.89 5.52 

The "defense in depth" approach is sufficient to protect our 
organization's information assets 3.75 3.70 3.79 

Q. To what extent do you agree with the following statements? (1 = "do not agree“; 7 = "strongly 
agree") 
 
 
 
The variances by Title level highlighted here are significant to recognize because the evidence of this 
study suggests Executives and Non-Executives have different views regarding their influence on their 
organization’s information security effort. To illustrate, when asked to define how their organization 
allocates information security staffing decisions, Executives overwhelmingly saw this as something 
they did (63.1 percent) whereas only 32.3 percent of Executives attributed this to Non-Executives 
(Table 16). Non-Executives on the other hand had a remarkably different perspective. Non-
Executives were most likely to claim this to be an activity they were responsible (50.6 percent). 
 
Table 16: Staff Allocation Responsibilities BY Title Level 
 
 Total Executives Non-Executives 
Internally - Executive 50.7% 63.1% 41.2% 
Internally - Non-Executive 42.7% 32.3% 50.6% 
Externally 2.7% 1.5% 3.5% 
No Staff 1.3% 1.5% 1.2% 

Don't Know/Missing 2.7% 1.5% 3.5% 
Q. How does your organization allocate staff for your information security function? 
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Conclusion 
 
Cybersecurity attacks have the potential to yield disastrous results for healthcare providers and 
society as a whole. It is imperative healthcare providers acknowledge the need to address 
cybersecurity concerns and act accordingly. Fortunately, the evidence from this study suggests 
providers are taking steps to address cybersecurity concerns. However, more progress needs to be 
made so that providers can truly stay ahead of the threats. 
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The Healthcare Information and Management Systems Society (HIMSS) is a global, cause-based, not-
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How to Cite This Survey 
 
Individuals are encouraged to cite this report and any accompanying graphics in printed matter, 
publications, or any other medium, as long as the information is attributed to the 2016 HIMSS 
Cybersecurity Study. 
 

For More Information, Contact: 
 
Joyce Lofstrom 
Senior Director, Corporate Communications 
HIMSS 
312/915-9237 
jlofstrom@himss.org 
 
Survey Sponsor 
 
FairWarning® 
 
FairWarning® is a leading provider of solutions that deliver information security intelligence and 
insights for mission critical applications, such as Salesforce, Office 365, Electronic Health Records 
(EHRs) and cloud-based applications. Auditing over 350 business applications, FairWarning inspects 
immense volumes of application security information and provides visibility related to application 
risk, security, and governance through deep insights into user access behaviors. FairWarning 
provides a comprehensive platform and managed services for real-time and continuous monitoring, 
advanced threat detection and filtering, performing forensic investigations and incident 
containment, enforcing access policies, conducting legal investigations, and improving compliance 
effectiveness with complex federal and state privacy laws such as HIPAA, PCI, SOX, FISMA and EU 
Data Protection Act. FairWarning delivers insights 24x7x365. FairWarning catches people stealing 
your data. 
 

mailto:jlofstrom@himss.org

