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Category/
Question 
Number

Question What to look for References

Data Ownership and 
Protection

1
In what geographic locations is my data 
stored, and will be I be notified if this 
changes?

Seek a location with low risk for natural disasters. Check the 
contract terms to make sure they explicitly state that notice will 
be provided should the data be moved to another data center 
and provides you with an option to decline the change (or if 
declining is no possible, terminate the agreement with penalty 
and a reasonable transition time).

http://www.ncdc.noaa.gov/oa/reports/billionz.html, 
http://pubs.usgs.gov/fs/2003/fs017-03/

http://www.smartplanet.com/blog/thinking-
tech/infographic-which-american-cities-are-most-
vulnerable-to-natural-disasters/7114

2 How do I get my data if you go out of business 
or I terminate the contract?

Contractual description of what happens upon contract 
termination.  Provision should include transition time. Offsite 
backup copies should be available.

3 How do you ensure my data is not lost or 
destroyed?

Offsite backup is a must as well as contingency operations and 
dual authentication physical access controls. Read specific 
controls and auditor opinion around availability if a HIPAA or 
SOC 2 Type II or SSAE 16 Type II report is available. 
Otherwise, look for contractual or SLA description of data 
protections.

HITECH 164.310(a)(2)(i) 164.310(a)(1) 
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/e
xamples/disposalfaqs.pdf 

4 What happens to my data if you are purchased 
by another company?

Check for an assignability clause in the BAA or general terms 
and conditions.

http://www.hhs.gov/ocr/privacy/hipaa/understanding/
coveredentities/contractprov.html 
http://www.library.yale.edu/~llicense/assigcls.shtml

5
In what situations can a third-party or 
government seize my data? Will I receive 
advance notification?

Read the BAA and look for the contractual notification window.
4th Amendment
http://www.cybercrime.gov/ssmanual/index.html (see 
chapters 1 and 2)

6 How is my data protected while it is stored? Is 
it encrypted? Do I control the encryption key?

Review policies and procedures of both the hosting provider and 
the application provider to see how encryption is handled. Most 
encryption is handled at the software level of the application. 
This begins with the overall application design, and then 
migrates down to end users and a hosting provider. Data should 
be encrypted, access to that data should be logged, and 
reasonable security measures should be in place to protect the 
data.
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7 How do you detect and report a compromise to 
my data or services?

Check for a clause in the BAA that defines the commitment to 
notification for any data breach. Look for firewall, network 
intrusion detection, server log, and end-user access file 
monitoring to detect a compromise, as well as the use of web 
application firewall, host intrusion detection, and penetration 
testing methods.

While identifying potential threats, covered entities must also 
identify and document vulnerabilities which, if triggered or 
exploited by a threat, would create a risk to ePHI. (See §§ 
164.308(a)(1)(ii)(A) and 164.316(b)(1)(ii).) The process
of identifying vulnerabilities is similar to the process used for 
identifying threats.
The entity should create a list of vulnerabilities, both technical 
and non-technical, associated with existing information systems 
and operations that involve ePHI.

http://www.himss.org/content/files/SP05_Risk_Asse
ssment_Introduction_Final.pdf  
http://www.hhs.gov/ocr/privacy/hipaa/administrative/
securityrule/rafinalguidancepdf.pdf

8 Who pays the penalties for a data breach and 
any costs of breach notification?

Read the BAA and make sure provisions are there.  Compare 
with the other agreements to make sure nothing in those 
agreements overrides the protections provided in the BAA.

9 What insurance do you have to cover a data 
breach?

A policy that covers costs of notification and fines. Consider 
requesting proof of insurance and a provision requiring notice is 
the policy is changed/terminated.

Lloyds of London or other data breech insurance 
providers.
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10

10. What protections do you provide for 
protected health information (“PHI”) (as the 
term is defined in the Health Insurance 
Portability and Accountability Act of 1996 
(“HIPAA”) regulations and personally 
identifiable information (“PII”) (which more 
generally encompasses any individually 
identifiable information, regardless of whether 
it relates to health care)?

PHI and PII data protection begin at the application design layer, 
and progress through access controls and procedures.

Four implementation specifications are associated with the 
Access Controls standard for data protection. 
1. Unique User Identification (Required) 
2. Emergency Access Procedure (Required) 
3. Automatic Logoff (Addressable) 
4. Encryption and Decryption (Addressable) 
                               
Read the details of the cloud providers' independent HIPAA 
audit report for evidence of the controls around security, privacy, 
availability. In lieu of an independent HIPAA audit, compare the 
details of an independent SOC 2 Type II report, or at the very 
least, an SSAE 16/SOC 1 report. The only due diligence is 
direct comparison with documented and independently audited 
controls. Cloud providers should provide these under NDA.

11 How do you ensure deleted data cannot be 
recreated?

Look for evidence of documented industry standard or military 
grade data deletion processes.

12
Will my data be provided to cloud service 
providers you utilize? How can I be assured 
they meet the same standards for security?

Look for a data center that has been independently audited. 
Ideally by a HIPAA security specialist/auditor, but at least a SOC 
2 Type II or SSAE 16 Type II.
Review the contract terms that address subcontractors, agents, 
and other third parties. Confirm that the terms in the contract 
state that provider has entered into appropriate agreements that 
are consistent with the terms of the BAA (at the very least).

http://resource.onlinetech.com/data-center-
standards-cheat-sheet-from-hipaa-to-soc-2/ 

13

What means are provided for me to audit your 
access to my data and services and your 
service provider access to my data and 
services?

Look for audit reports that are accessible in real-time. 
Penetration testing can be used as confirmation.

14 Who owns my data? The contract should clearly state that you are the owner of your 
data.

http://www.educause.edu/EDUCAUSE+Quarterly/E
DUCAUSEQuarterlyMagazineVolum/IfItsintheCloud
GetItonPaperClo/206532

15 What is an example of a cloud-related 
agreement? See the Google deal with the City of LA. http://clkrep.lacity.org/onlinecontracts/2009/C-

116359_c_11-20-09.pdf

http://resource.onlinetech.com/data-center-standards-cheat-sheet-from-hipaa-to-soc-2/
http://resource.onlinetech.com/data-center-standards-cheat-sheet-from-hipaa-to-soc-2/
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User Identity 
Management and 

Federation

16 How do you identify users?

Understand whether the cloud provider assigns their own 
usernames/userids or uses your existing ones. Ensure each 
user will have a unique identifier that can be traced back to audit 
reports.

17
What credentials are required to access my 
data and applications (e.g. username and 
password)?

Most cloud providers will require a username and password. 
Understand the protections the cloud provider has put in place 
on their end to guard against misuse or compromise of 
credentials.

18 Can your system integrate with my office 
network to use the same credentials?

See whether the cloud provider integrates wit commercial 
identify and access management (IAM) solutions or provides a 
proprietary solution for single sign on (SSO) to allow 
authenticated users within your office to access the cloud 
provider's applications without a separate logon step or separate 
username/password.

19 What two-factor authentication mechanisms 
do you support?

If you require multi-factor authentication for access to your data 
via the cloud provider's web interface, see what multi-factor 
options the cloud provider supports (for example, use of RSA 
tokens providing a one-time password).

http://www.duosecurity.com

Regulatory 
Compliance

20 Are you a HIPAA covered entity? Depending on the nature of the services provided by the cloud 
provider, the cloud provider may be a covered entity.

https://www.cms.gov/HIPAAGenInfo/Downloads/Cov
eredEntitycharts.pdf

21 Would you be considered a business associate 
under HIPAA?

The answer is YES. If not, the cloud provider doesn't understand 
their potential liability.

http://www.cms.gov/HIPAAGenInfo/01_Overview.as
p#TopOfPage

22 Do you have a standard HIPAA business 
associate agreement?

The answer is YES. If not, the cloud provider doesn't understand 
their potential liability.
Ask for and read a typical BAA. Confirm that it addresses the 
HITECH breach notification requirements.

23
What other laws and regulations affecting my 
data and services are you required to comply 
with?

http://www.hhs.gov/ocr/privacy/hipaa/administrative/
enforcementrule/hitechenforcementifr.html

http://www.duosecurity.com/
http://www.cms.gov/HIPAAGenInfo/01_Overview.asp#TopOfPage�
http://www.cms.gov/HIPAAGenInfo/01_Overview.asp#TopOfPage�
http://www.hhs.gov/ocr/privacy/hipaa/administrative/enforcementrule/hitechenforcementifr.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/enforcementrule/hitechenforcementifr.html
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24 How do you demonstrate compliance?

Ask for and read the independent HIPAA, SOC 2 Type II, or 
SSAE 16 Type II audit (PCI audit is good too – the security 
requirements are more strringent than HIPAA). Find out what 
controls passed the audit, and what controls did not. Aim for a 
cloud provider that meets 100% compliance across all controls.

25
Are you audited by external parties and do you 
publish a HIPAA, SSAE 16 Type II (aka SOC1), 
or SOC 2 Type II report? 

Look for an SSAE 16 (aka SOC 1) Type II audit report at the 
minimum (Type I is not sufficient). A SOC 2 Type II report is 
more reflective of service organization controls whereas the 
SSAE 16 (aka SOC 1) covers financial controls. Ideally, the 
cloud provider has engaged an independent HIPAA auditor and 
can show compliance across all 54 citations. Willingness to 
share the audit reports under NDA is also a key indicator.

http://www.aicpa.org/interestareas/frc/assuranceadvi
soryservices/downloadabledocuments/comparision
%20of%20soc%201-3.doc

26 What is your HITRUST certification status?

See if the cloud provider is pursuing or has obtained a 
compliance attestation from HITRUST and the level of 
compliance attestation obtained (e.g. CSF Validated vs CSF 
Certified).

http://hitrustalliance.net/

27 What is your information security risk 
assessment and management process?

Cloud providers should have a formal risk management process 
based on an established risk management framework, such as 
the NIST risk management framework. The Office of Civil Rights 
(OCR) within the Department of Health and Human Services 
(HHS) has issued guidance on complying with the risk analysis 
requirements in the HIPAA Security Rule.

http://www.hhs.gov/ocr/privacy/hipaa/administrative/
securityrule/radraftguidance.pdf;
http://csrc.nist.gov/publications/nistpubs/800-37-
rev1/sp800-37-rev1-final.pdf

28 What do you provide to me so I can 
demonstrate compliance?

Ask for and read the independent HIPAA, SOC 2 Type II, or 
SSAE 16 Type II (SOC 1) audit reports. May require NDA.

Business Continuity 
and Resiliency

29

How do you ensure I can continue doing 
business at all times, even if there is a 
permanent catastrophic failure or natural or 
man-made disaster where my data or services 
are located?

Look for redundancy in all systems (network, power, cooling, 
facilities, power grids). Must be able to pass the Joe-backhoe 
test. Facilities should meet the region's recommended 
separation for local natural disasters (i.e. the distance is 
different for areas with tornados vs earthquakes).

30
What standards do you follow for business 
continuity (e.g. ASIS/BSI BCM.01:2010)? Are 
you certified?

http://hitrustalliance.net/


HIMSS Cloud Security WorkGroup Toolkit - Questions to Ask Potential Cloud Providers

© February 2012 Healthcare Information and Management Systems Society
6

Category/
Question 
Number

Question What to look for References

31
Do you have a business continuity plan? Is the 
business continuity plan approved by the 
board of directors?

The answer should be yes. Ask for a copy. http://www.ready.gov/business

32 How often do you test your business 
continuity program? Look for testing at least annually. http://www.ready.gov/plan-for-your-risks

33
What guarantees do you provide for recovery 
time objectives (RTO) and recovery point 
objectives (RPO)?

For cloud solutions, a 4 hour RPO and RTO shouldn't be 
unrealistic.

http://www.vmware.com/pdf/Perf_SiteRecoveryMan
ager10_Best-Practices.pdf

User Privacy and 
Secondary Uses of 

Data

34 Do you have a privacy policy covering 
information other than PHI and PII?

Answer should be yes for a provider who is security conscious. 
Look for controls in an independent HIPAA, SOC 2 Type II, or 
SSAE 16 Type II (SOC 1) audit report.  

35 Does your privacy policy cover information 
about my business and my employees?

Answer should be yes for a provider who is security conscious. 
Look for controls in an independent HIPAA, SOC 2 Type II, or 
SSAE 16 Type II (SOC 1) audit report.  

36 Is my data used for purposes other than my 
own?

Answer should be no. Look for controls in an independent 
HIPAA, SOC 2 Type II, or SSAE 16 Type II (SOC 1) audit 
report.  

37
Do you collect data about my activity and my 
employee activity in your system and use that 
data for purposes other than my own?

Your activity should be tracked on your servers for your 
exclusive use for internal controls. Review controls described 
and tested by an independent HIPAA, SOC 2 Type II, or 
SSAE16 Type II (SOC 1) audit.

Service and Data 
Integration

38 How do I access my data and services from my 
office?

Typically this will be through a web browser. Understand 
browser requirements (e.g. if the cloud provider requires a 
specific browser or browser versions). Consider whether 
software must be installed within you offices, either within the 
browser or as a standalone application on your desktops. Also 
consider access from mobile devices (smartphones and tablets) 
and whether the cloud preovider supports the mobile devices 
you want to use.

39 How is my data encrypted as it flows across 
the network between my location and yours?

Look for evidendce of requirements for a secure connection. For 
example: HTTPS, VPNs, SFTP, etc.

http://www.cisco.com/web/about/security/intelligence
/05_08_SSL-VPN-Security.html 

http://www.ready.gov/business
http://www.ready.gov/plan-for-your-risks
http://www.vmware.com/pdf/Perf_SiteRecoveryManager10_Best-Practices.pdf
http://www.vmware.com/pdf/Perf_SiteRecoveryManager10_Best-Practices.pdf
http://www.cisco.com/web/about/security/intelligence/05_08_SSL-VPN-Security.html
http://www.cisco.com/web/about/security/intelligence/05_08_SSL-VPN-Security.html
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40 What encryption ciphers do you require?

For exchanging PHI across a public network,such as the 
Internet, FIPS 140-2 approved security functions should be used 
to encrypt the PHI. See what ciphers the cloud p[rovider 
requires for use with web browsers and whether these ciphers 
are FIPS compliant.

http://csrc.nist.gov/publications/fips/fips140-
2/fips1402annexa.pdf

41 What is your FIPS 140-2 compliancy status? Ideally, this will be available in an independent HIPAA audit repor    
http://www.hhs.gov/ocr/privacy/hipaa/understanding/
coveredentities/hitechrfi.pdfhttp://csrc.nist.gov/public
ations/fips/fips140-2/fips1402.pdf

42

Is data at rest on your servers encrypted in a 
manner consistent with HHS Guidance to Render 
Unsecured Protected Health Information 
Unusable, Unreadable, or Indecipherable to 
Unauthorized Individuals ?

http://www.hhs.gov/ocr/privacy/hipaa/administrative/
breachnotificationrule/brguidance.html

43

Is data transmitted to my location encryption in 
a manner consistent with HHS Guidance to 
Render Unsecured Protected Health Information 
Unusable, Unreadable, or Indecipherable to 
Unauthorized Individuals?

http://www.hhs.gov/ocr/privacy/hipaa/administrative/
breachnotificationrule/brguidance.htm

44 How do you monitor data flowing into your 
network for malware and other attacks?

Look for core firewall and intrusion detection systems, as well as 
advanced monitoring options.

45 How can I monitor data exchanged with your 
network for malware and other attacks? Look for implementation of a network packet sniffer, IDS, & IPS. http://www.sans.org/reading_room/whitepapers/dete

ction/network-ids-ips-deployment-strategies_2143 

Multi-Tenancy

46 How do you separate my data and services 
from your other customers?

Look for evidence of a VLAN & VDOM on the firewall, LUN on 
SAN, VMWare or similar security. http://www.webopedia.com/TERM/V/VLAN.html 

47
In what ways could your other customers 
affect the quality of the service or service 
levels you provide to me?

Service levels should be defined for each project, and assigned 
to each client. The pool of resources should be built for 
additional capacity and overhead. Monitoring should detect if  
QoS is affected so any issues can be resolved.

http://www.vmware.com/products/drs/overview.html 

48 What resources will I be sharing with other 
customers?

Usually this will include facilities, core network, and possible a 
virtual firewall, depending on configuration. .

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechrfi.pdfhttp
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechrfi.pdfhttp
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechrfi.pdfhttp
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.htm
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.htm
http://www.sans.org/reading_room/whitepapers/detection/network-ids-ips-deployment-strategies_2143
http://www.sans.org/reading_room/whitepapers/detection/network-ids-ips-deployment-strategies_2143
http://www.webopedia.com/TERM/V/VLAN.html
http://www.vmware.com/products/drs/overview.html
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49 How do you manage the software upgrade 
process? What are my responsibilities?

This will vary by provider. Some manage all patches, others 
none. Look for support that matches your needs. Answers may 
be different for the operating system, applications, and database 
implementations – ask about all 3.

.

50 How is encryption used to separate data and 
services between customers?

Ask about encryption options. Clients should be able to encrypt 
their data. This may need to be addressed at the application 
level. 

.

Incident Response 
and Forensics 

Analysis
.

51
How much assistance will you provide for 
investigating a security incident involving my 
data or services?

Look for evidence of support in the BAA .

52 What forensic information do I have access to 
for conducting an investigation?

Look for access to real-time reporting/monitoring interface. 
System log files, and special log capturing services can be 
installed and used

.

Infrastructure and 
Application Security .

53
Who owns and operates your data centers and 
what physical and environment security 
measures are in place?

Find out if the data center space is subleased within another 
data center operator, and if so, what the compliance levels are 
of the parent operator.

All critical equipment should be N+1: fully redundant, high 
availability network infrastructure, power, multiple internet 
providers and physical ISP entry points (no Joe-the-backhoe 
risk), and cooling.
 
Dual authentication physical access.

.

54
What parts of your infrastructure do you own 
and operate and what parts do you obtain from 
a service provider?

See above. .

55
What standards do you follow for hardening 
network equipment, operating systems, and 
applications?

Look for control descriptions in an independent audit report. .
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56
Who has access to the systems providing my 
data and services? How is this access 
controlled?

Cloud clients should have complete control of who can access 
the data. Check for systems in place for the identification of a 
company security officer, and evidence of regular updating of 
the access rights. Access rights should default to expire if their 
rights aren't updated after a set number of days, weeks, or 
months.

.

57 How do you perform vulnerability and risk 
assessments?

Look for control descriptions in an independent audit report. PCI 
standards are a good baseline.

https://www.pcisecuritystandards.org/pdfs/infosupp_
11_3_penetration_testing.pdf 

58
How do you use external penetration testing 
for assessing infrastructure and application 
security?

Look for control descriptions in an independent audit report. PCI 
standards are a good baseline.

https://www.pcisecuritystandards.org/pdfs/infosupp_
11_3_penetration_testing.pdf 

59 How do you eliminate OWASP Top 10 
vulnerabilities from your applications?

Look for evidence the cloud provider's has instilled elimination of 
vulnerabilities into their software development process. Also 
look for an independent assessment of the cloud provider's 
OWASP vulnerability status.

https://www.owasp.org/index.php/Top_10_2010-
Main

Non-production 
Environment 

Exposure

60 How many copies are made of my data and 
where are these copies located?

Expect a backup of the production data at a minimum. Also 
expect additional copies for cloud provider testing and 
debugging purposes (for example to recreate issues without 
affecting production data). Understand what copies are made.

61 Who has access to copies of my data? Look for control descriptions in an independent audit report.

62 Which copies are de-identified and which are 
not?

Understand to what extent copies of your data are de-identified, 
how the de-identification process works, and whether the de-
identification process meets any regulatory requirements to give 
the data non-protected status (i.e. render the data as not PHI or 
PII).

63 How are copies of my data protected?
See what security controls are in place to protect copies of your 
data and how these controls compare to controls for production 
data.

64 What capabilities are provided to me to audit 
your access to copies of my data? Look for audit reports that are accessible in real-time.

https://www.pcisecuritystandards.org/pdfs/infosupp_11_3_penetration_testing.pdf
https://www.pcisecuritystandards.org/pdfs/infosupp_11_3_penetration_testing.pdf
https://www.pcisecuritystandards.org/pdfs/infosupp_11_3_penetration_testing.pdf
https://www.pcisecuritystandards.org/pdfs/infosupp_11_3_penetration_testing.pdf
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