
Practical Tips on Safeguarding Information 
for Small Physician Practices

• Regularly conduct accurate and thorough risk assessments. Risk assessments should be conducted or 
reviewed at least once a year, as required by the HIPAA Security Rule. This is the first step in identifying and 
implementing safeguards to protect data. 

• Beware of the phish. Phishing attacks can steal credentials, deliver malware, and/or elicit sensitive 
information.  When in doubt, throw it out.

• Good security is proactive security. Make sure you regularly update your operating systems, applications, 
and, as applicable, firmware on all of your systems and mobile devices.  Encrypt data at rest, in motion, and 
archived data. 

• Keep your digital footprint small. Be mindful of how much information you put out there on social media 
profiles and websites, whether personally or professionally. Less is more.

• Back up your data regularly. Back up data regularly and verify the integrity of the backed up data.

• Choose trusted instead of untrusted Wi-Fi. Whether you are in a coffee shop, hotel, airport, or store, never 
use open or public wireless networks. Only connect to networks you know (e.g., work, home, or your own 
Wi-Fi hotspot).

• Learn about staying safe online. Learn about how to stay safe online to avoid identity theft, scams, and 
more.

• If you see something, say something. Report suspicious or unusual activity to the appropriate point of 
contact in your organization. In addition, your organization should ideally have at least one person who can 
liaise with law enforcement, as needed.

When it comes to safeguarding information, your patients and coworkers trust you to 
protect it. Safeguarding information is our shared responsibility. You can do your part 
by taking certain precautions by using these STOP.THINK.CONNECT.™ inspired tips, 
developed by the Healthcare Information and Management Systems Society North 
America. STOP. THINK.CONNECT.™ is the global cybersecurity education and awareness 
campaign.

STOP: Take security precautions. THINK: Understand the consequences of your actions and behaviors 
to help safeguard information. CONNECT: Enjoy the benefits of the Internet, computers, and Internet-
connected devices in healthcare.

For additional information about safeguarding protected health information private and secure, please 
review the HIMSS privacy and security toolkits at www.himss.org/library/healthcare-privacy-security. 
For more online safety tips, visit www.stopthinkconnect.org.

https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
https://www.dhs.gov/sites/default/files/publications/Phishing%20508%20compliant%20508%20compliant.pdf
https://www.phe.gov/Preparedness/planning/405d/Documents/tech-vol1-508.pdf
https://www.internetsociety.org/tutorials/your-digital-footprint-matters/
https://www.fbi.gov/investigate/cyber
https://staysafeonline.org/stay-safe-online/securing-key-accounts-devices/mobile-devices/
https://staysafeonline.org/
https://www.dhs.gov/see-something-say-something
http://www.himss.org/library/healthcare-privacy-security
http://www.stopthinkconnect.org

