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Threat, Vulnerability, and Mitigation Information 

1. Ransomware attacks are still alive and well.  Recently, a hospital based in 
the United States experienced a ransomware attack which disrupted 
services.  In Germany, a technology company experienced a major 
ransomware attack for all of its locations globally.  
 

2. The FDA has released a notice informing patients, healthcare professionals, 
IT staff, and manufacturers of medical device vulnerabilities referred to as 
“URGENT/11.”  A successful exploit by an attacker may allow a remote user 
to take control of a medical device and change its function, cause denial of 
service, or cause information leakage or logical flaws. 
 

3. According to analysts, a renewable energy provider experienced a cyber-
attack which allegedly resulted in grid networks being disrupted in 
California, Utah, and Wyoming.  According to reports, a weakness in the 
victim utility’s firewalls allowed an unauthenticated attacker to reboot 
them over and over again.  The glitches are said to have lasted for about 
ten hours.  This is allegedly the first cyber-attack known to have disrupted 
the flow of electricity within the United States.   
 

http://www.himss.org/cyberreport
https://www.cchwyo.org/News/Press_Center/Health_News/2019/Service_Disruptions_at_CCH_no_ETA.aspx
https://www.cchwyo.org/News/Press_Center/Health_News/2019/Service_Disruptions_at_CCH_no_ETA.aspx
https://www.pilz.com/message.html
https://www.pilz.com/message.html
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities
https://www.armis.com/resources/iot-security-blog/urgent-11-update/
https://www.cyberscoop.com/spower-power-grid-cyberattack-foia/
https://www.eenews.net/stories/1061111289
https://www.zdnet.com/article/cyber-attack-hits-utah-wind-and-solar-energy-provider/
https://www.zdnet.com/article/cyber-attack-hits-utah-wind-and-solar-energy-provider/
https://www.eenews.net/stories/1061111289
https://www.eenews.net/stories/1060242741/
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4. The United Kingdom’s National Cyber Security Centre has released an alert 
on vulnerabilities exploited in virtual private network (“VPN”) products 
used worldwide.  An attacker may use stolen VPN credentials to connect to 
the VPN and change configuration settings or to connect further into the 
internal infrastructure.  The United States has also released an alert based 
upon the notification from the United Kingdom. 
 

5. France’s computer emergency response team (Agence nationale de la 
sécurité des systèmes d'information) has issued a warning about threats 
targeting service providers and design offices.  According to analysts, there 
are two waves of attacks: one using the PlugX malware and another one 
using legitimate tools and theft of credentials.  Additional 
recommendations are provided in the report.  Attackers compromising 
third party vendors with connections to the intended targets (i.e., cyber 
supply chain attacks) are becoming increasingly popular. 
 

6. Threats to 5G networks include local or global 5G network disruption, 
spying of traffic or data, modification or rerouting of traffic or data, and 
destruction or alteration of other digital infrastructures or information 
systems through the 5G networks, according to stakeholders in Europe.  
Threats by state or state-backed actors are of most concern.  Such actors 
may perpetrate attacks that may significantly impact essential services 
provided to the general public.  Examples include a large scale outage or 
disruption of either telecommunications services or other relevant critical 
infrastructure sectors, such as the electrical sector. 
 

  

https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities
https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities
https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities
https://www.us-cert.gov/ncas/current-activity/2019/10/04/vulnerabilities-exploited-multiple-vpn-applications
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2019-CTI-005.pdf
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2019-CTI-005.pdf
https://www.cyber.nj.gov/threat-profiles/trojan-variants/plugx
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2019-CTI-005.pdf
https://www.csoonline.com/article/3191947/what-is-a-supply-chain-attack-why-you-should-be-wary-of-third-party-providers.html
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62132
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Reports and Tools 

1. Europol recently reported that ransomware is still the most widespread and 
financially damaging type of cyber attack.  While the volume of 
ransomware attacks have decreased, these attacks have become more 
targeted and profitable.  Distributed denial of service attacks also remains a 
significant threat.  Extortion is typically the motivation behind these 
attacks. 
 

2. Researchers have studied the relationship between breach remediation and 
hospital quality.  Interestingly, hospital time-to-electrocardiogram 
increased by as much as 2.7 minutes and 30-day acute myocardial 
infarction mortality increased as much as 0.36 percentage points during the 
3-year window after a breach.  According to the researchers, then current 
guidelines recommended electrocardiogram (“ECG”) acquisition and 
interpretation within 10 minutes of arrival in the emergency department 
for patients with symptoms that are suggestive of ST-segment elevation 
myocardial infarction (“STEMI”).  Delays in diagnosis and treatment are 
associated with increased mortality and worse cardiac functional outcomes. 
 

3. Analysts state that over 421 million records have been breached as of 
October 2019.  Breaches have occurred all over the world and in a variety 
of sectors.  A listing of recently reported breaches may be found here. 
 

4. Analysts recently released a white paper on vulnerability management for 
operational technology.  Vulnerability management is especially important, 
given the convergence of information technology with operational 
technology assets. 
 

5. Researchers have created a cybersecurity book of knowledge based upon 
international expertise in the cybersecurity field. 
 

https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://onlinelibrary.wiley.com/doi/full/10.1111/1475-6773.13203
https://onlinelibrary.wiley.com/doi/full/10.1111/1475-6773.13203
https://www.heart.org/en/professional/quality-improvement/mission-lifeline/mission-lifeline-hospital-stemi-and-nstemi-recognition
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-october-2019
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-october-2019
https://otcsalliance.org/wp-content/uploads/2019/10/Vulnerability_Management.pdf
https://www.cybok.org/media/downloads/cybok_version_1.0.pdf
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6. Analysts have put together a slide on the cybersecurity market in the 
United Kingdom, including participating companies in the various sectors. 
 

7. The United Kingdom has launched a Cyber Skills Immediate Impact Fund to 
increase the diversity and numbers of those working in the cybersecurity 
field in the United Kingdom. 
 

8. Researchers have released a report on how cybercriminals exploit 
automotive systems. 
 

9. Researchers have created a cyber attack timeline for the first half and 
second half of September 2019. 
 

10. United States Patent No. 10,237,300 to Gazit et al. discloses a system and 
method for detecting directed cyber-attacks targeting a particular set of 
cloud-based machines. 
 

11. United States Patent No. 10,185,832 to Cam discloses methods and systems 
for defending a cyber attack in real-time. 
 

12. Researchers have conducted a systematic literature review of blockchain 
cybersecurity.   
 

https://cyberstartupobservatory.com/wp-content/uploads/REGISTRATION/UK-CyberSlide_October_2019_A2_V5.6.pdf
https://cyberstartupobservatory.com/wp-content/uploads/REGISTRATION/UK-CyberSlide_October_2019_A2_V5.6.pdf
https://www.gov.uk/government/publications/cyber-security-skills-immediate-impact-fund
https://wow.intsights.com/rs/071-ZWD-900/images/AutomotiveCyberThreatLandscape2019.pdf
https://wow.intsights.com/rs/071-ZWD-900/images/AutomotiveCyberThreatLandscape2019.pdf
https://www.hackmageddon.com/2019/10/17/1-15-september-2019-cyber-attacks-timeline/
https://www.hackmageddon.com/2019/10/28/16-30-september-2019-cyber-attacks-timeline/
https://patents.google.com/patent/US10237300B2/en
https://patents.google.com/patent/US10185832B2/en
https://patents.google.com/patent/US10185832B2/en
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Special Announcements 

1. Join the HIMSS Healthcare Cybersecurity Community today!  The HIMSS 
Healthcare Cybersecurity Community provides a monthly forum for 
thought-leaders and healthcare constituents to discuss and learn about 
advancing the state of cybersecurity in the healthcare sector.  Please note: 
HIMSS membership is required to join the HIMSS Healthcare Cybersecurity 
Community. 

http://www.himss.org/get-involved/community/cybersecurity
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