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Key Information 
 

 Centers for Medicare & Medicaid Services (CMS) EHR Incentive Program (Meaningful 
Use) Stage 3 criteria will start at the beginning of calendar year 2017 for both eligible 
hospitals and eligible providers. 
 

 CMS proposes further explanation of the security risk analysis timing and review 
requirements. 
 

Proposed Objective  
 
 Protect electronic protected health information (ePHI) created or maintained by the 

certified EHR technology (CEHRT) through the implementation of appropriate technical, 
administrative, and physical safeguards.   
 

 CMS has added language to the security requirements for the implementation of 
appropriate technical, administrative, and physical safeguards.  
 

 CMS proposes to include administrative and physical safeguards because an entity 
would require technical, administrative, and physical safeguards to enable it to 
implement risk management security measures to reduce the risks and vulnerabilities 
identified. 
 

Proposed Measure 
 

 Conduct or review a security risk analysis in accordance including addressing the 
security (including encryption) of data stored in CEHRT in accordance with 
requirements, implement security updates as necessary, and correct identified security 
deficiencies as part of the provider's risk management process. 
 

 A risk analysis must assess the risks and vulnerabilities to ePHI created or maintained 
by the CEHRT and must be conducted or reviewed for each EHR reporting period, a full 
calendar year. 
 

 Any security updates and deficiencies identified should be included in the provider's risk 
management process and implemented or corrected as dictated by that process. 

CMS-3310-P: Meaningful Use Stage 3 
Protect Patient Health Information 
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Security Risk Analysis (SRA) 
 

 CMS proposes further explanation of the security risk analysis timing and review 
requirements. 
 

 EPs, eligible hospitals, and CAHs must conduct the security risk analysis upon 
installation of CEHRT or upon upgrade to a new Edition of certified EHR Technology. 
 

 The initial security risk analysis and testing may occur prior to the beginning of the first 
EHR reporting period using that certified EHR technology. 
 

 In subsequent years, a provider must review the security risk analysis of the CEHRT and 
the administrative, physical, and technical safeguards implemented, and make updates 
to its analysis as necessary, but at least once per EHR reporting period. 
 

Proposed Eligible Provider (EP) Measure 
 

 Objective: Protect electronic protected health information (ePHI) created or maintained 
by the CEHRT through the implementation of appropriate technical, administrative and 
physical safeguards. 
 

 Measure: Conduct or review a security risk analysis in accordance with the 
requirements under 45 CFR 164.308(a)(1), including : 
 
(1) Addressing the security (including encryption) of data stored in CEHRT in 
     accordance with requirements under 45 CFR 164.312(a)(2)(iv) and 45 CFR  
     164.306(d)(3), 
 
(2) Implement security updates as necessary, and 
 
(3) Correct identified security deficiencies as part of the EP's risk management process. 
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Proposed Eligible Hospital (EH)/Critical Access Hospital (CAH) 
Measure 
 

 Objective: Protect electronic protected health information (ePHI) created or maintained 
by the CEHRT through the implementation of appropriate technical, administrative and 
physical safeguards. 

 
 Measure. Conduct or review a security risk analysis in accordance with the 

requirements under 45 CFR 164.308(a)(1), including-- 
 
(1) Addressing the security (including encryption) of data stored in CEHRT in 
     accordance with requirements under 45 CFR 164.312(a)(2)(iv) and 45 CFR  
     164.306(d)(3); 
 
(2) Implement security updates as necessary; and 
 
(3) Correct identified security deficiencies as part of the eligible hospital's or CAH's risk 
     management process. 

 
Comparison to HIPAA requirements 
 

 The objectives and measures finalized in Stage 2 related to ePHI were specific to the 
EHR Incentive Programs. CMS proposes to maintain the previously finalized Stage 2 
objective on protecting ePHI.  Therefore, CMS continues to emphasize the importance of 
protecting electronic protected health information (ePHI) under the EHR Incentive 
Programs.  Compliance with the requirements in the HIPAA Security Rule falls outside 
the scope of this Stage 3 proposed rulemaking. The objectives and measures finalized in 
Stage 2 related to ePHI were specific to the EHR Incentive Programs 
 

 Per CMS, this proposed measure is narrower than what is required to satisfy the security 
risk analysis requirement under 45 CFR 164.308(a)(1).  
 

 The requirement of this proposed measure is limited to annually conducting or reviewing 
a security risk analysis to assess whether the technical, administrative, and physical 
safeguards and risk management strategies are sufficient to reduce the potential risks 
and vulnerabilities to the confidentiality, availability, and integrity of ePHI created by or 
maintained in CEHRT.  
 

 In contrast, the security risk analysis requirement under 45 CFR 164.308(a)(1) must 
assess the potential risks and vulnerabilities to the confidentiality, availability, and 
integrity of all ePHI that an organization creates, receives, maintains, or transmits. This 
includes ePHI in all forms of electronic media, such as hard drives, floppy disks, CDs, 
DVDs, smart cards or other storage devices, personal digital assistants, transmission 
media, or portable electronic media. 
 

 Compliance with 42 CFR Part 2 and state mental health privacy and confidentiality laws 
also fall outside the scope of this rulemaking. EPs, eligible hospitals, or CAHs affected 
by 42 CFR Part 2 should consult with the Substance Abuse and Mental Health Services 
Administration (SAMHSA) or State authorities. 
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Resources 
 

 The Office for Civil Rights (OCR) provides broad scale guidance on security risk analysis 
requirements 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf  
 

 The Office of the National Coordinator for Health IT (ONC) provides guidance and a 
Security Risk Assessment (SRA) tool created in conjunction with OCR on its website at:  
http://www.healthit.gov/providers-professionals/securityrisk-assessment-tool.  
 

 The SRA Tool is a self-contained application available at no cost to the provider. There 
are a total of 156 questions and resources are included with each question to-- 
assist in understanding the context of the question, consider the potential impacts to 
ePHI if the requirement is not met, and to see the actual safeguard language of the 
HIPAA Security Rule. The SRA Tool assists a provider by suggesting when corrective 
action may be required for a particular item. This tool is not required by the HIPAA 
Security Rule, but is one means by which providers and professionals in small and 
medium sized practices may perform a security risk analysis. 
 

 The proposed rule published includes an auditable events and tamper-resistance 
criterion which is known as an "audit log" which can be a valuable resource in ensuring 
the protection of ePHI. CMS recognizes there may be legitimate instances where the 
function must be disabled for a short time; however, they strongly recommend that 
providers ensure that this function is enabled at all times when the CEHRT is in use. The 
audit log function serves to ensure consistent protection of ePHI as well as providing 
support in mitigating risk in other areas such as patient safety, adverse events, and in 
the event of any potential breach. 
 


